SLOVENSKA S

sporitelfia

Business24 Fallback Solution Description

Slovenska sporiteffia a.s. umoznuje poskytovatelom platobnych sluzieb

vyuzivat rozhrania spristupnené pouzivatefom platobnych sluzZieb (resp. API sluzby
postavené priamo nad tymito rozhraniami) v pripade nepredvidanych

udalosti vyhradeného rozhrania.

NizSie uvadzame popis technologického postupu, integracie na rozhrania spristupnené
pouzivatefom platobnych sluZieb.

Identifikacia poskytovatel'ov platobnych sluzieb
pri prihlaseni do Businness24:

Pre uspesné prihlasenie je potrebné vyskladat prihlasovaciu linku - "Login url", ktora
obsahuje nasledujuce atributy state a request:

napriklad:

https://b24.slsp.sk/web/login?state=eyJvecminaW5DbGlIbnQiOiliLCJvcmInaW5BdXRoT
WV0aG9kljoiW10iLCIOYXJInZXRDbGIIbnQiQiliLCIOYXIJnZXRBAXRoTWV0aG9kljoiw1l
O0iLCJybmQIiOilzZWUWwWN2IyNi01ZmRILTRINTctODJIMC1iYzYyZjASMDVhZGEifQ&requ
est=eyJhbGciOiJSUzI1NilsImtpZCI6l]JEINDUONTIXMilsInR5cCI61kpXVCIsInN1YnR5cCI
6/IBTRDJIRKFMTEJBQOsifQ.eyJqadGkiOiJJclJON1B5dUF5Tks3bESpZXdWMGVnliwiaX
NzljoiaHROcCHMG6LY9zZXJ2ZXluZXhhbXBsZS5ib20iLCIhdWQIiOilyZDgzMDgxNi020Tk
3LTRiIYWItY]Q1ZSOWOWJ)YMFhOTR|MDQILCJpYXQIiOJELINjUyNjASMzUxMzcsImV4c
CI6MTU2NTI2MDkzNTEzOCwicmVzcG9uc2VidHIwZSI6InRva2Vuliwic2NveGUiOiJiM]
QqYjl002hmOnJIYWRMaW 1pdHMgYjl002hmOmlvZGIimeUxpbWI0cyBiMjRDaGY6bW
9kaWzZ502FyZHMgYWdhcGkiLCJzdGF0ZSI6ImV5SnZjbWxuYVc1RGIHbGxibIFpT21J
aUxDSnZjbWxuYVcl1OmRYUm9UV1YwYUc5a0lgb2IXMTBpTENKMFIYSm5aWFJEYk
dsbGJuUWIPaUIpTENKMFIYSm5aWFJCZFhSb1RXV|BhRzIrSWpvaVcxMGIMOOp5Ym
1RaU9pSXpaV1V3TjJJeU5pMDFabVIJpTFRSaUSUY3RPREppTUMxaVI6W XlaakEzTU
RWaFpHRWImUSIsInRwcCl6eyJsaWNIbmNIX2lkljoiUOsxM]MONTQI1NDUOIliwibmFtZSI
6lIRwcCBuYW1lliwiY2xpZW50X2IkljoiM2ZKMDM5NTMtMzQ4ZS000OWFLTIhYmMtYW
M4Yjg5NjZjYjhmIn19.0deZLS0XajrMZMCoamr-
11DcR48WhQ0gZzgy35HsRA5CgeAhhsbWOppt6cgVuo8AYMLCNGB0o5Gh1suYswNUZ
MSGE 36Lg0XTP1rbJBMs4k765s-Wd4fV-
Gdnf43946hk409030401xtQ|GIOLYkJIKfzfpPeeqrHM 0i gtwXnt4Zgc2gslruK5AvZbsw
uoWetiywfnm-MQ759JTgot1AgeD3vg0a90weYPtK1ooMOuyTPgsPbC8YkfqgikjWg-
40dhVh3YS1XIpZONAFTiIICUkvEDKk1c2E7bPTUcaUUlfxf UOKoUOL1f7wQelrNctDviKLnb
H4phwutohB4XUyzskvg
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Specifikacia atributu state:

Technicky sa jedna o definovany JSON retazec zakédovany do "Base64"

e Atributy JSON retazca je potrebné dodrzat
o originClient — zadajte prazdnu hodnotu
originAuthMethod — zadaijte prazdne pole
targetClient — zadajte prazdnu hodnotu
targetAuthMethod — zadajte prazdne pole
rnd - vyplnte unikatnym UUID (Universally unique identifier)

o O O O

e Priklad JSON retazca:

{"originClient":"","originAuthMethod":"[]","targetClient":"","targetAuthMethod":"[]","rnd
""3ee07b26-5fdb-4b57-82b0-bc62f0705ada"}

Takto vytvoreny JSON retazec je potrebné zakddovat’ do "Base64"
e Priklad vysledného pola state:
eyJveminaW5DbGlIIbnQiOiliLCJveminaW5BdXRoTWV0aG9kljoiw10iLCJOY XJ

NZXRDDbGIIbnQIiOiliLCIOYXINZXRBAXRoTWV0aG9kljoiWw10iLCIybmQiOilzZ
WUWNZ2IyNiO1ZmRILTRINTctODJIMC1iYzYyZjA3BMDVhZGEifQ

Specifikacia atributu request:

Technicky je atribut implementovany ako JSON Web Tokens (JWT) a pri implementacii
je potrené vyplnit Header, Payload a Signature. Payload JWT musi byt

podpisany. Nasledne je potrebné celé JWT enkddovat do Base64.

Struktira request atribatu (JWT):

HEADER

Alg Algoritmus podpisu. O¢akavané je podpis algoritmom RS256.

Kid Key’ ifjen'tifier. ’SériO\fé é!’slo certifikét.u, ktory reprezentuje public kftu€
z klu€oveého paru ur¢eného na podpis JWT.

Typ Ocakavana je staticka hodnota ,JWT"

Subtyp Ocakavana je staticka hodnota ,PSD2_FALLBACK*

PAYLOAD

Iss Issuer — napr. URL Businness24

Aud Audience — Oauth client_id pre Businness24

Jti Unikatny identifikator pre JWT

lat Cas vytvorenia tokenu.




Exp Cas expiracie tokenu.

response_type [ Musi byt rovnaka hodnota ako v request-e sluzby login

b24 b24Chf:readLimits b24Chf:modifyLimits b24Chf:modifyCards

Scope .

agapi
State Musi byt rovnaka hodnota ako v request-e sluzby login
Tpp Claim set pre tpp

licence_id |Licencné Cislo TPP

Name Nazov TPP

client_id Oauth client_id prislusného TPP

SIGNATURE

<<signature>>

e Priklad request atributu (JWT format):
{
"alg":"RS256",
"kid":"154545212",
"typ":"IWT",
"subtyp":"PSD2_FALLBACK"
3
{
"jti":"IrRt7PyuAyNK7INiewV0eg",

"iss":"https://server.example.com",

"aud™":"06992285-eacf-4620-853a-5104b455d5f9",
"iat":1565260935137,

"exp":1565260935138,

"response_type":"token",

"scope™:"b24 b24Chf:readLimits b24Chf:modifyLimits b24Chf:modifyCards agapi”,


https://server.example.com/

"state":"eyJvemlInaW5DbGIIbnQiOiliLCJIvemlnaW5BdXRoTWV0aG9kljoiWw10iLCJOY XJn
ZXRDbGIIbnQIOIiliLCJOYXINZXRBAXRoTWV0aG9kljoiWw10iLCIJybmQiOilzZWUwN2lyN
i01ZmRILTRINTctODJIMC1iYzYyZJASMDVhZGEIifQ",

"tpp": {
"licence_id":"SK1234545454",
"name":"Tpp name",

“client_id": "93a8f561-4fe0-4fal-b845-02784c61c7b6"

{

<<signature>>

}

o Priklad vysledného request atributu (Base64 format):

eyJhbGciOiJSUzI1NilsImtpZCI6JELINDUONTIXMilsInR5cCI61kpXVCIsSINN1YnR5cCI611B
TRDJfRKFMTEJBQOsIifQ.eyJqdGkiOiJJclJON1B5dUF5Tks3bESpZXdWMGVnliwiaXNzlj
0iaHROCHMG6LyY9zZXJ2ZXluZXhhbXBsZS5jb20iLCIhdWQIiOilyZDgzMDgxNi020Tk3LT
RiYWItYjQ1ZSOwOWJjYmFhOTRjMDQILCJIpY XQIOjEINjUyNjASMzUxMzcsimV4cCl6
MTU2NTI2MDkzNTEzOCwicmVzcG9uc2VfdHIwZSI6InRva2Vuliwic2NvcGUIOiJiM|QQY]
10Q2hmOnJIYWRMaW 1pdHMgYjl0Q2hmOm1vZGIimeUxpbWI0cyBiMjRDaGY6bW9ka
WZ5Q2FyZHMgYWdhcGkiLCJIzdGFO0ZSI6ImV5SnZjbWxuYVc1RGJIHbGxibIFpT21JaUx
DSnZjbWxuYVc1lQmRYUmOUV1YwYUc5a0lgb2IXMTBpTENKMFIY Sm5aWFJEYkdsb
GJuUWIPaUIpTENKMFIYSm5aWFJCZFhSb1RXV)jBhRzIrSWpvaVcxMGIMQOp5Ym1R
aU9pSXpaV1Vv3TjJJeUS5pMDFabVJIpTFRSaUSUY3RPREppTUMxaVI6WXlaakEzTUR
WaFpHRWImUSIsInRwcCl6eyJsaW NIbmNIX2lkljoiU0OsxMjMONTQL1NDUOIliwibmFtZSI6l
IRWcCBuUYW1lliwiY2xpZW50X2IkljoiM2ZkMDM5NTMtMzQ4ZS00OWFLTIhYmMtYWM
4Yjg5NjZjYjhmIn19.0deZLS0XajrMZMCoamr-
[1DcR48WhQ0gZzgy35HSRA5CgeAhhsbWOppt6cqVuo8AYMLCNGB0o5Gh1suYswNUZ
MSGE_36Lq0XTP1rbJBMs4k765s-Wd4fV-
Gdnf43946hk40gQ304Q1xtQjGIOLYkJIKfzfpPeeqrHM_0i_gtwXnt4Zgc2gsIruK5AvZbsw
uoWetjywfnm-MQ759JTgot1AgeD3vg0a9QweYPtK1ooMOuyTPgsPbC8Ykfqikjwg-
4QdhVh3YS1XIpZONAfTiIICUkvFDk1c2E7bPTUcaUU1fxf_UOKoUO1f7wQelrNctDviKLnb
H4phwutohB4XUyzskvg



