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PREVENT FRAUDS
IN DIGITAL WORLD

7 DID YOU KNOW?

Over the last year, there has been a significant increase in fraud attempts, mostly encountered by
businesses. In particular, the most current scams include hackers sending emails using data from
regular vendors they have stolen. In such emails, they present themselves as your vendor, or even
continue your previous communication with your vendor, informing you that they have changed account
(IBAN) and calling to pay future payments to a new account number.

() WHAT TO DO FIRST?

If you receive a suspicious mail in which the vendor informs you that it has changed the account and
sends you a new IBAN insisting that you make future payments to that IBAN, the most important
thing is to call the vendor immediately to the contact number specified in the contract or on his
website. Then, check directly with the vendor if it changed its account number. One phone
conversation can save you considerable cash.

To prevent fraud, we suggest the following security measures:
e Set complex passwords on your computers and do not share them;
e Install and regularly update your antivirus software;
e Back up your computers
e Update the software regularly
e Do not open attachments and links in the mail of unknown or unexpected senders
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Vazno je koja je Vasa banka.



