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1 Introduction 

Internet Banking application 24 Banking for Personal Customers offered by BCR 

Chisinau S.A. (BCRC) offers a comprehensive range of banking transactions in a highly 
secured environment and is implemented on the basis of  BankFlex

TM 

Customer undertakes to ensure the following requirements for computers to access and use 

the system "24 Banking": 

 a computer with Microsoft Windows operating system minimum version 7; 

 Internet connection with a minimum speed of 1024 kb/s for each user of the system; 

 Internet Explorer browser minimum version 7, Firefox minimum version 3.6 or 

GoogleChrome. 

 Applications required for proper operation of 24 Banking: 

- Minumum Java JRE 7.0 (Java Runtime Enviroment) 

- Minimum FlashPlayer 11.8, including FalshPlugin installed on the used browser  

 

1.1 Purpose 

This document contains the instruction to run 24 Banking application implemented for 

BCRC  personal customers. 

 

1.2 Pre-requisites for using Personal 24 Banking 

To use Personal 24 Banking, following are required: 

1. Customer should have a URL or a link on a existing bank’s website using which 

they will access Personal Internet banking website. It sets the working language 

throughout the site, tap the appropriate language flag, located in the top right 

of the site:  

 Romanian -  

 Russian -  

 English -  

2. Customer who is expected to use Digital certificates (issues by BCRC or any 

other 3rd party) should have certificates on their workstation or on secure 

device. 

3. For using Personal Internet Banking application customer needs to perform First 

Time Login. For this do the following 

a. On the login screen, click the highlighted hyperlink in the text "If you are 

a first time user, please click here to complete the registration." 

b. As part of first time login, depending on security mechanism agreed with 

the bank in your profile, you will be prompted to setup one of the 

following mechanisms. 
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i. Basic  

1. You will be required to input one-time password which will 

be sent by Bank as part of the process on your  

mobile/email as per your choice given to the bank. 

ii. Digital Signature 

1. You will be required to upload the digital certificate 

received from the 3rd party. 

 

iii. Certificate Request 

1. If Customer does not have digital certificate then To 

request the digital certificate, customer needs to select 

“Certificate Request” security on login page and provide 

other credentials to enter into the application. 

2. Customer will be provided with access to request & upload 

certificate services only. Please refer section “9.2 

Certificate Requests” and section “9.3 Upload Certificate”. 

After uploading the certificate, they need to logout and 

login again to access the full applicable functionality 

c. Refer to section 2.2 of “First Time Login” for complete details of First 

time login process. 

4. Once the first time registration process is complete along with digital certificate 

upload. Customer can access the services as per the assigned privileges. 

2 Login Services 

2.1 Logon 

This service will logon in to 24 Banking application using the steps as mentioned 

below: 

 Open Internet Explorer. 

 Enter the URL provided to access the application in the address Bar. This will open 

bank’s website page. (The below screen is just an illustration and bank needs to 

decide the placeholder of launching the application from Bank’s website).  
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 On the top menu bar of the page (refer black circle), please specify the language of 

choice by selecting the flag of that country and click Personal Internet Banking link 

(refer orange circle) to open 24 Banking application.  

 

Please note that this application setup has English, Romanian and Russian languages.  

 

 The login page will open as shown below. 

 On the top, please specify the language of choice by selecting the flag of that 

country. 

2.1.1 Logon with Basic security 

 

 Specify the user login/security credentials (To login as user with normal security, 

select “Basic” in Security dropdown.) either using keyboard attached to your 

computer or our On-Screen Keyboard of that user.  

 

o User Login Id: Enter value of ‘Logon Id  

o Password:  Enter value of ‘Logon Password’  

 

 

This service will logon in to  24 Banking application using the above mentioned steps: 
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Other: 

 Click Clear button to clear the contents of the text boxes. 

 The user will get locked if the number of unsuccessful login attempts exceeds the 

number of tries allowed for login as defined in the configuration. Currently it’s 

configured as 10. 

2.1.2 Logon with Digital Signature security 

 

 To login as user with Digital Security, select “Digital Signature” in Security. The 

login page will open with Digital Certificate screen as shown below:  

 

For security reasons, the use of digital signature requires Java JRE on your 

machine. Please refer Appendix D – Setup Requirements for Digital Signature in 

user guide. 
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 User Login Id: Enter value of ‘Logon Id  

 Digital certificate can be imported via browsing the file or it can be loaded via 

eToken/Crypto Card. 

 Certificate Password (visible only If ‘File’ radio button is selected). 

 Password:  Enter value of ‘Logon Password’ 

 Click on Login button. 

 

Other: 

 Click Clear button to clear the contents of the text boxes. 

 The user will get locked if the number of unsuccessful login attempts exceeds the 

number of tries allowed for login as defined in the configuration. Currently it’s 

configured as 10. 
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2.2 First Time Login 

2.2.1 FTL for the user with Basic Security 

For doing the first time login for the user with basic Security, Click the “click here” 

hyperlink in the text "If you are using the system for the first time, please click here 

to complete the registration." from the login screen to complete the registration 

process. Following screen will be displayed: 
 

 
 

 Enter value of User Logon Id.  

 Enter value of First Name. 

 Enter value of Last Name. 

 Enter value of Identification No. 

 Click on Submit button. The system generates the password for first time login and 

sends it either by SMS, or by email, or both methods (in parts), depending on 

password receiving preferred method set for your login account and following 

screen will be displayed. 
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 Enter value of OTP generated by system received by email/sms. 

 Enter value of New Password. The password should be as per Bank’s password 

policy. 

 Enter value of Confirm New Password.  

 Click Next button. Following screen will be displayed: 

 

 

 Click OK button. Following screen will be displayed: 
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2.2.2 FTL for the user with Digital Signature Security 

 

 For doing the first time login for the user with Digital Signature Security Click the 

“click here” hyperlink in the text "If you are using the system for the first time, 

please click here to complete the registration." from the logon screen to complete the 

registration process. Following screen will be displayed: 

 
 Enter value of User Logon Id. 

 Enter value of First Name. 
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 Enter value of Last Name. 

 Enter value of Identification No. 

 Click on Submit button. The system generates the password for first time login and 

sends it either by SMS, or by email, or both methods (in parts), depending on 

password receiving preferred method set for your login account and following 

screen will be displayed. 

 

 
 

 Enter value of OTP generated by system received by email/sms. 

 Enter value of New Password. 

 Enter value of Confirm New Password. 

 

2.2.2.1 Customer already has digital certificate  

 Select the Upload Digital Signature option 

 Select the “Upload Download Software” option  - if you already have the 

digital signature available with you, you can choose to upload the file 

enabling you to logon to 24 Banking system. It also allows you to 

download the software to use eToken or CryptoCard secure devices in IE 

as well as documentation on how to configure and use the secure device 

for IE and FireFox. 

 Click Next button. Following screen will be displayed: 
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 Click Browse to locate the file to upload. 

 Choose the file containing the public key (the file with extension .cer, .crt, 

.pem) of your digital certificate. 

 Click on Read Certificate button. 

 If the file is valid then the cerificate details will be presented to you with a 

prompt to click the submit button. 

 Click on Submit button to upload the digital certificate.  

 

 The following screen will be displayed. 
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 If the uploaded certificate is issued by 3rd party then the certificate will be 

submitted for Bank's approval. The customer will be notified when their 

certificate is approved or denied. Once approved, customer will be able to use 

the certificate for login and authorisation purpose. 

 

In case the certificate is issued by the Bank, the first time login process is 

successful and account is activated. Va fi afişat următorul ecran. 

2.2.2.2 Customer has no  digital certificate 

 Proceed without selecting the “Upload Download Software” option. The first time 

login process is successful and account is activated. 

 The customer would be able to use the application only after uploading the 

digital certificate. To request the digital certificate, customer needs to select 

“Certificate Request” security on login page and provide other credentials to 

enter into the application.  
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 Customer will be provided with access to request & upload certificate services 

only. Please refer section “9.2 Certificate Requests” and section “9.3 Upload 

Certificate”. After uploading the certificate, Customer needs to logout and login 

again to access the full applicable functionality.  

 

Forgot Password 

 Click “Forgot Password”  button on the Login screen if the user has forgot the login  

 Password or digital certificate password. 
 

If user has forgotten the login password then perform the below steps 
 

 

 

 
 

 

 Enter value of User Logon Id 

 Enter value of First Name. 

 Enter value of Last Name. 

 Enter value of Identification No (passport number). 

 Select Login Password in Type of Password drop down 

 Click on Submit button. The system generates the password and sends it either by 

SMS, or  by email, or both methods (in parts), depending on password receiving 

preferred method set for your login account. 
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If user is subscribed for Digital Certificate security and has forgotten the digital 

certificate password then perform the below steps 

 

 
 

 Enter value of User Logon Id 

 Enter value of First Name. 

 Enter value of Last Name. 

 Enter value of Identification No (passport number). 

 Select Certificate Password in Type of Password drop down 

 Click on Submit button. The system generates the password and sends it either by 

SMS, or  by email, or both methods (in parts), depending on password receiving 

preferred method set for your login account. 

 Specify the received password in the next screen 
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 If the password is verified then the following information message is given 

to user.  

 
 

 The user can now login using ‘Certificate Request’ option in the Security 

drop down on the login page. After login, the user will only be provided with 

access to request & upload certificate services only.  

 

 Please refer section “9.2 Certificate Requests” and section “9.3 Upload 

Certificate” in this guide for steps. After uploading the certificate, you need 

to logout and login again using the new certificate to access the full 

applicable functionality. 

 

2.1 Home Page 

After the successful logon, the user will be presented with the services and the user’s 

homepage in the work area. Home page provides the following 

information/functionality. 

 

 User’s last login date and time. 

 Preferred accounts for the user. 

 Inbox Messages. 
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 The link on Account Number in “My Preferred Accounts” table will lead to the 

account’s transaction history page. 

 The link “Maintain Preferred Accounts” allows you to configure your accounts to be 

visible at the home page. 

 The link “View all Accounts” will open up the Account summary of all available 

accounts type  in user’s 24 Banking profile. 

 

The other links available through the application are : 

 “Home” link in the menu bar allows the User to come to Home Page from anywhere 

in the application. 

 The links on top bar such as Help, FAQ and Contact Us, and on bottom frame such 

as Privacy, Online Security, Terms & Conditions and Disclaimer leads to static page. 

 User can also take the print of the information in work area anywhere in the 

application by clicking “Print” link. 

2.2 Logout 

 This service allows 24 Banking customer to logout using the steps as mentioned 

below: 

 

 On Logout page information about Duration, Login, Logout date and time are 

displayed. 

 Click Close button to close the browser window. 
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Account Information 
 

 
 

2.3 Account Summary  

This service allows 24 Banking customers to view summary of all accounts in their 24 

Banking profile. To view summary of all accounts in user’s 24 Banking profile, follow 

the steps as mentioned below: 

 

From Homepage: 

 Click on “View All Accounts” link.  

 

From Menu: 

 Click on Account Information menu. 

 Click on Account Summary sub option. 

 Following screen should be displayed. 
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 To view the transaction done on the particular account click on  

the link on the account number. Following popup will be shown: 

 

 
 

 To download available transaction history, select the format/type of file to download into 

and click Download button. 

 

 Click Cross button to close the opened popup page and navigate back to Account 

Summary. 
 

 Click the tabs for other accounts type such as loan, deposit and debit cards to view other 

accounts. On click of ‘Deposit Accounts’ tab following screen will be shown: 
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 To view the Deposit Repayment Schedule of a particular account click on  

the link on the account number. Following popup will be shown: 

 
 

 Click Cross button to close the opened popup page and navigate back to Account 

Summary. 

 

 On click of ‘Loan Accounts’ tab following screen will be shown: 
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 To view the Loan Repayment Schedule of a particular account click on  

the link on the account number. Following popup will be shown: 
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 Click Cross button to close the opened popup page and navigate back to Account 

Summary. 

 

 On click of ‘Debit Cards’ tab following screen will be shown: 



 
24 Banking BankFlex Personal Internet Banking 

  
© 2013 Eon Technologies 
 
 

USER GUIDE 

21 

 
 

 To view the transaction done during the current day on the particular debit card account 

click on  the link on the account number. Following popup will be shown: 

 

 
 

 To download available transaction history, select the format/type of file to download into 

and click Download button. 

 

 Click Cross button to close the opened popup page and navigate back to Account 

Summary. 
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2.4 Account Statement  

This service allows 24 Banking customers to view transaction history for current and 

deposit accounts in their 24 Banking. Transaction History represents the history of 

financial transactions on an account for the specified period (For a shorter period, up to 

30 previous days  (configurable) or For a longer period, up to 12 previous months 

(configurable)). The customer can also view or download or print the transaction 

history onto his computer in text, excel or PDF format.  

 

To perform search on transaction history, Click on “Account Statement” sub option of 

the Account Information menu. 

 

 

 

 

 
Specify the following Search Details 

 Select Account Number to view the transaction history within the date range, 

say period ‘Upto 30 days’, specify 

o From Date: Not earlier than 30 days 

o To Date: Not later than current date  

Note for Business User: The transactions may only available for few days of the year, 

so in order to see the transactions, please select the radio button 14 months and 

specify a date range for past one year.  

 Click Clear button to clear the Transaction History - Search Parameters 

 Click Cancel button to cancel the “Transaction History” operation and go back  

to Home Page 

 Clicks Submit Button to view the details of available transaction history as per 

the search criteria as shown in the following screen: 
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 Click Home menu option to close the “Transaction History” page and navigate 

back to Home Page  

 To download available statement, select the format/type of file to download into 

and click Download button. 

 Click Print to Print the transaction details.  

 To come back to Search criteria page, click Back button 

2.5 My Accounts 

This service allows 24 Banking customers to view its own banking information, in case 

any contra party wants to make a transfer in the customer behalf. 

As a customer may have more than one current/card account and these may be in 

different currencies, so the accounts will be grouped by Currency. At the same time, 

the user will be provided with the list of Current Accounts and then with the of Cards 

accounts. 

 Click on “My Accounts” sub option of the Account Information menu. Following 

screen will be shown. 
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2.6 Blocked Accounts 

This service allows 24 Banking customers to view the details of their blocked accounts.  

An account may be blocked by many institution for different reasons. One row per such  

blocking will appear for each account. Accounts will be grouped by currency. 

The information will be displayed in the descending order of the Blocking date.  

 Click on “Blocked Accounts” sub option of the Account Information menu. 

Following screen will be shown. 
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2.7 Card Statement  

This service allows 24 Banking customers to view transaction history for card accounts 

in their 24 Banking. Transaction History represents the history of financial transactions 

on an account for the specified period currently up to last 60 days(configurable). The 

customer can also view or download or print the transaction history onto his computer 

in text, excel or PDF format.  

 

To perform search on transaction history, Click on “Card Statement” sub option of the 

Account Information menu. 

 

 

 
 

Specify the following Search Details 

 Select Account Number to view the transaction history within the date range, 

specify 

o From Date: Not earlier than 60 days 

o To Date: Not later than current date  

o Difference between the dates should not be more than 60 days. 

 Click Clear button to clear the Transaction History - Search Parameters 

 Click Cancel button to cancel the “Transaction History” operation and go back  

to Home Page 

 Clicks Submit Button to view the details of available transaction history as per 

the search criteria as shown in the following screen: 
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 To download available transaction history, select the format/type of file to 

download into and click Download button. 

 To print the transaction shown click print button. 

 Click Home menu option to close the “Transaction History” page and navigate 

back to Home Page  

 To come back to Search criteria page, click Back button 

 

2.8 Customer Documents 

This service allows Personal 24 Banking customers to download the documents 

attached to their profile.  

 

From Menu: 

 Click on Account Information menu. 

 Click on Customer Documents sub option. 

 Following screen will be displayed. 
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Specify the date range for which customer needs to download their documents.  

 

Clicks Search Button to view the list of customer documents available as per the search 

criteria as shown in the following screen : 

 
 

 Select the document and click download button. The following pop-up will appear 

for user to open or the save the document file.   
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Fund Transfer 

 

2.9 Ordinary Beneficiary Transfer 

This service allows 24 Banking customers to transfer funds from one of their accounts 

from their 24 Banking profile to Domestic Beneficiary Ordinary. This can be performed 

only in base currency. The customer can perform transfer of funds within the 

customer's available limit for this service for the transfer day. 

 

Customer can perform immediate fund transfer or can schedule the transfer for a 

future date. The customer can schedule a transfer for a date not later than 30 days 

from the current date. 

 

This service allows user to transfer funds from one of their Operational accounts to 

another payee account across other banks. To perform funds transfer to ordinary 

domestic beneficiary, follow the steps as mentioned below: 

 

 Click on Fund Transfer link from menu. 

 Click on “Ordinary Beneficiary Transfer” sub option.  
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i. Specify Payer Account 

ii. Specify Beneficiary Account (You can create more Payee accounts by clicking 

“Setup Beneficiary Ordinary” link in Funds Transfer menu.) 

iii. Specify an amount, which should not be greater than the available limit 

shown in the screen. 

iv. Specify the Payment Type as Normal or Urgent. 

v. Specify the Payment Details. 

vi. Specify Transfer Type as immediate  or future dated. In immediate (Amount 

will be debited from the user’s account immediately) 

Or 

vii. Select Transfer Type as Future dated and specify the Future Date (Amount 

will be debited from the user’s account on the date specified) 

 Click Submit Button. Following confirmation page is displayed: 

 

 

 
 

 Click Back to go to previous page with selected values. 

 Click Close button to cancel the “Funds Transfer-Ordinary Beneficiary” operation 

and navigate back to Home Page. 

 Click Confirm button.  

 In case a customer has subscribed for Basic security as authentication 

mechanism in their profile, then on click of confirm button, customer will be 

sent an one time password (OTP) on their mobile and/or email. Customer will 

be presented with below screen to enter that OTP.  

o In case, customer has subscribed for Digital Signature security as 

authentication mechanism in their profile,  refer Appendix A for steps for 

authorisation with these securities 
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If the user does not receive OTP details, then user can click cancel button and can 

enter OTP later for this transaction using Maintain Transfer screen. 

 

 Click Submit button to complete the transaction. An email and SMS will be sent 

to customer informing the details of the transaction. 

 

 
 

 Click print button to take print of details shown. 
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2.10 Buy Currency 

This service enables the 24 Banking user to buy currency. The currency can be 

bought from  MDL accounts. The Foreign currencies cannot be brought from any 
other currency. 

 Click ‘Buy Currency’ sub item from Fund Transfer menu item. Following screen 

will be displayed. 

 

 

 

 For currencies (EUR/USD) If the user specifies an amount greater than 5000 

EUR then they will be able to specify the exchange rate. On Apply Exchange 

Rate action the sell amount will be calculated considering the rate entered by 

user.  

 Select Buy Account (Buy account (FX) is account of buying currency) 

 Enter Buy Amount 

 Select Sell Account(Sell account (MDL) is the account to transfer funds from) 

 Click Apply Exchange Rate Button. Exchange rate and Sell amount will get 

populated. 

 Select Purchase Purpose. 

 Enter Purchase purpose details. 
 Click on Submit button, the below confirmation page will be displayed. 
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 Click Back Button to go to previous page with selected values.  

 Click Cancel button to close the Buy currency operation and navigate back to 

Home Page.  

 Click Confirm button. 

 In case a customer has subscribed for Basic security as authentication 

mechanism in their profile, then on click of confirm button, customer will be 

sent an one time password (OTP) on their mobile and/or email. Customer will 

be presented with below screen to enter that OTP. 

o In case, customer has subscribed for Digital Signature security as 

authentication mechanism in their profile,  refer Appendix A for steps for 
authorisation with these securities. 

 

If the user does not receive OTP details, then user can click cancel button and can 
enter OTP later for this transaction using Maintain Transfer screen 
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 Click Submit button to confirm the transaction. Completion page will be 

displayed. 

 

 

2.11 Sell Currency 

This service enables the 24 Banking user to sell currency. The currency can be sold to 

MDL accounts. 

 Click ‘Sell Currency’ sub item from Fund Transfer menu item. Following screen 

will be displayed. 
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 For currencies (EUR/USD) If the user specifies an amount greater than 5000 

EUR then they will be able to specify the exchange rate (Exchange rates is 

becoming enabled). On Apply Exchange Rate action the buy amount will be 

calculated considering the rate entered by user.  

 Select Sell Account(Sell account (MDL) is the account to transfer funds from) 

 Enter Sell Amount 

 Select Buy Account (Buy account (FX) is account of buying currency) 

 Click Apply Exchange Rate Button. Exchange rate and Buy amount will get 

populated. 

 Click on Submit button, the below confirmation page will be displayed. 

 

 Click Back Button to go to previous page with selected values.  

 Click Cancel button to close the Buy currency operation and navigate back to 

Home Page.  

 Click Confirm button. 

 In case a customer has subscribed for Basic security as authentication 

mechanism in their profile, then on click of confirm button, customer will be 

sent an one time password (OTP) on their mobile and/or email. Customer will 

be presented with below screen to enter that OTP. 

o In case, customer has subscribed for Digital Signature security as 

authentication mechanism in their profile,  refer Appendix A for steps for 
authorisation with these securities. 
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If the user does not receive OTP details, then user can click cancel button and can 
enter OTP later for this transaction using Maintain Transfer screen. 

 Click Submit button to confirm the transaction. Completion page will be 

displayed. 

 

2.12 Convert Currency 

This service enables the 24 Banking user to convert currency. Buy and sell account 

are non-MDL ones. 

 Click ‘Convert Currency’ sub item from Fund Transfer menu item. Following 

screen will be displayed. 
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 Select Buy Account (Buy account (FX) is account of buying currency) 

 Enter Buy Amount 

 Select Sell Account(Sell account (FX) is the account to transfer funds from) 

 Enter Exchange Rate 

 Click Apply Exchange Rate Button. Sell amount will get populated. 

 Select Purchase Purpose. 

 Enter Purchase purpose details. 

 Click on Submit button, the below confirmation page will be displayed. 
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 Click Back Button to go to previous page with selected values.  

 Click Cancel button to close the Buy currency operation and navigate back to 

Home Page.  

 Click Confirm button. 

 In case a customer has subscribed for Basic security as authentication 

mechanism in their profile, then on click of confirm button, customer will be 

sent an one time password (OTP) on their mobile and/or email. Customer will 

be presented with below screen to enter that OTP. 

o In case, customer has subscribed for Digital Signature security as 

authentication mechanism in their profile,  refer Appendix A for steps for 

authorisation with these securities. 

 

If the user does not receive OTP details, then user can click cancel button and can 
enter OTP later for this transaction using Maintain Transfer screen. 

 Click Submit button to confirm the transaction. Completion page will be 

displayed. 
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2.13 International Transfer 

This service allows 24 Banking customers to create instructions for overseas 

beneficiaries. 

To perform International Transfer, follow the steps as mentioned below: 

 

From Menu: 

 Click on International Transfer sub item from Fund Transfer menu item. 

 Following screen will be displayed. 
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 Today’s Limit Details - This shows the maximum limit set for this service and 

the available limit for today. The transfer amount should not be greater than 

the available limit for today, if transfer is immediate or available limit for the 

specified future date, if transfer is scheduled for a future date. 

 Funds Transfer Details:  

o Payer Account Number - select the Payer Account from the drop down 

list.  

o Beneficiary Account - select the Beneficiary Account from the drop down 

list  
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o Beneficiary Address  

o Beneficiary Bank  

TIP: the above two details will be populated automatically when the 

Beneficiary Account will be selected.  

o Enter the ‘Correspondent Account’ 

o Intermediate Bank, enter first 3 letters of the Swift BIC and click ‘^’ 

button. Select a bank from the list provided and Bank Name will be auto 

populated based on selected bank from the list 

o Amount - Enter the amount which is to be transferred.  

o Select the Commission type. 

o Enter Payment details to appear on Account Transaction History 

o Enter the Other Information (Mandatory Only if ‘Payment Details’ is 

selected as ‘Family Expenditure’ Otherwise optional) 

o Enter the Description of operation(Optional) 

 Transfer Type:  

TIP: Select the Type of Transfer according to the need.  

o Immediate  

o Future Dated - set the future date 

TIP: Transfers can be scheduled up to 30 days in advance and the day 

should not be a holiday.  

 Click on Submit button, the below confirmation page will be displayed. 

 

 

 Click Back Button to go to previous page with selected values.  
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 Click Cancel button to close the International Transfer operation and navigate 

back to Home Page.  

 Click Confirm button. 

 In case a customer has subscribed for Basic security as authentication 

mechanism in their profile, then on click of confirm button, customer will be 

sent an one time password (OTP) on their mobile and/or email. Customer will 

be presented with below screen to enter that OTP. 

o In case, customer has subscribed for Digital Signature security as 

authentication mechanism in their profile,  refer Appendix A for steps for 
authorisation with these securities. 

 

 

If the user does not receive OTP details, then user can click cancel button and can 
enter OTP later for this transaction using Maintain Transfer screen. 

 Click Submit button to confirm the transaction. Below completion page will be 

displayed. 
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2.14 Inter Account Transfer 

This service allows 24 Banking customers to transfer funds among their accounts   with 

the bank in their 24 Banking profile. Funds can be transferred only in the currency of 
debit account. There is no transfer limit for this service. 

Customer can perform immediate fund transfer or can schedule transfer for a future 

date. A transfer can only be schedule for a date not more than 30 days from the current 
date. 

To perform funds transfer to own accounts, follow the steps as mentioned below: 

 

 Click on Funds Transfer link from menu 

 Click on “Inter Account Transfer” sub option  

 Following screen will be displayed 

 

 
i. Select the Debit Account 

ii. Select the Credit Account 

iii. Specify an amount 

iv. Specify the Payment Details 

v. Specify Transfer Type as immediate (Amount will be debited from the user’s 

account immediately)  

Or 

vi. Select Transfer Type as Future dated and specify the Future Date (Amount 

will be debited from the user’s account on the date specified) 

 Click Submit Button. Following confirmation page is displayed: 
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 Click Back to go to previous page with selected values 

 Click Close button to close the “Inter Account Transfer” operation and navigate 

back to Home Page. 

 Click confirm button. 

 In case a customer has subscribed for Basic security as authentication 

mechanism in their profile, then on click of confirm button, customer will be 

sent an one time password (OTP) on their mobile and/or email. Customer will 

be presented with below screen to enter that OTP.  

o In case, customer has subscribed for Digital Signature security as 

authentication mechanism in their profile,  refer Appendix A for steps for 

authorisation with these securities. 

 

 

 
 

 

If the user does not receive OTP details, then user can click cancel button and can 

enter OTP later for this transaction using Maintain Transfer screen.  

 Click Submit button to complete the transaction. An email and SMS will be sent 

to customer informing the details of the transaction. 

 Click Cancel button to cancel the “Inter Account Transfer” operation and 

navigate back to Home Page. 
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 Click Print button to print details shown at form. 

 

2.15 Treasury Beneficiary Transfer 

This service allows 24 Banking customers to transfer funds from one of their accounts 

from their 24 Banking profile to a Domestic Beneficiary Treasury. This can be 

performed only in base currency. The customer can perform transfer of funds within 

the customer's available limit for this service for the transfer day. 

 

Customer can perform immediate fund transfer or can schedule the transfer for a 

future date. The customer can schedule a transfer for a date not later than 30 days 

from the current date.  

 

This service allows user to transfer funds from one of their accounts to another payee 

account across other banks. To perform treasury beneficiary funds transfer, follow the 

steps as mentioned below: 

 

 Click on Funds Transfer link from menu. 

 Click on “Treasury Beneficiary Transfer” sub option  
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i. Specify Payer Account 

ii. Specify Beneficiary Account (You can create more Payee accounts by clicking 

“Setup Beneficiary Treasury” link in Funds Transfer menu.) 

iii. Specify an amount, which should not be greater than the available limit 

shown in the screen. 

iv. Specify the Payment Details. 

v. Specify the Payment Type as Normal or Urgent. 

vi. Specify Transfer Type as  immediate  or future. In immediate (Amount will 

be debited from the user’s account immediately) 

Or 

vii. Select Transfer Type as Future dated and specify the Future Date (Amount 

will be debited from the user’s account on the date specified) 

 Click Submit Button. Following confirmation page is displayed: 
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 Click Back to go to previous page with selected values. 

 Click Close button to cancel the “Funds Transfer-Treasury Beneficiary” operation 

and navigate back to Home Page. 

 Click Confirm button.  

 In case a customer has subscribed for Basic security as authentication 

mechanism in their profile, then on click of confirm button, customer will be 

sent an one time password (OTP) on their mobile and/or email. Customer will 

be presented with below screen to enter that OTP.  

o In case, customer has subscribed for Digital Signature security as 

authentication mechanism in their profile,  refer Appendix A for steps for 

authorisation with these securities. 
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If the user does not receive OTP details, then user can click cancel button and can 

enter OTP later for this transaction using Maintain Transfer screen. 
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 Click print button to take print of details shown. 

 

2.16 Maintain Transfer 

This service allows 24 Banking customers to view/edit/delete Fund Transfers created 

from various channels. It provides transfer details such as Reference Id, Payer 

Account, Payee Account, Transaction Type, Transfer Date, Amount, Transaction Status, 

and Channel. 

 

To Maintain Transfer follow the steps as mentioned below: 

 

 Click on Funds Transfer link from menu. 

 Click on “Maintain Transfers” sub option. 

 Following screen will be displayed 
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 Select the Status as “Pending” to view the Funds Transfer which is scheduled for 

the future date or awaiting authorisation using OTP and Click on View/Delete 

button to view and delete fund transfer. The page will vary for different type of 

transfers. 
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 Click Delete button to delete the selected fund transfer. 

 Click Back button to go back to previous page. 

 Click Cancel button to navigate back to home page. 

 Select Fund Transfer from the list. 

 Click on Amend button to amend the scheduled fund transfer.Below screen will 

be displayed. 
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i. Amend amount field (if required) 

ii. Click on Submit button. 

iii. It will open Confirmation page. Click Confirm button.  

iv. In case a customer has subscribed for Basic security as authentication 

mechanism in their profile, then on click of confirm button, customer will be 

sent an one time password (OTP) on their mobile and/or email. Customer 

will be presented with below screen to enter that OTP. 

 In case, customer has subscribed for Digital Signature or Smart 

card security as authentication mechanism in their profile,  refer 

Appendix A for steps for authorisation with these securities.  

v. Click on Back button on “Maintain Funds Transfer” User to come back to 

previous page without making any changes. 

vi. Click on submit button. 

 Click on OTP button to specify the OTP details if the selected Fund Transfer is in 

Awaiting OTP status. The panel will open to specify the OTP details as received 

by the customer on email and/or SMS.  

 Click on Cancel button on “Maintain Transfer” page to navigate back to home 

page. 
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 Click Submit to submit OTP. 

 Click Cancel to cancel the operation 

 

Beneficiary 

 

2.17 Setup Ordinary Beneficiary 

This enables the user to setup Ordinary beneficiary. 

 

 Click on Beneficiary link from menu. 

 Click on ‘Setup Ordinary Beneficiary’ sub option 

 Following screen will be displayed 
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 Specify the Beneficiary details 

i. Enter ‘Name’ 

ii. Select beneficiary is resident or non-resident. 

iii. Enter ‘Fiscal code’ 

iv. Enter the ‘Account Number ‘ 

v. Enter the ‘Bank Code’. Specify few characters and click on search button 

to get a list. Select a bank from the list and bank code and name will be 

populated from this. 

 Click Submit button to setup ordinary beneficiary. Following screen will be 

displayed. 
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2.18 Maintain Ordinary Beneficiary 

This enables the user to maintain the available Beneficiary. 

 

 Click on Beneficiary link from menu. 

 Click on ‘Maintain Ordinary Beneficiary’ sub option 

 Following screen will be displayed 

 
i. To search beneficiary by Beneficiary Name 

o Specify beneficiary name (partial name can be specified) to perform 

search.  

ii. To search beneficiary by Account Number 

o Enter Account Number (partial number can be specified) to perform 

search. 

 

iii. Both the above can also be specified. If no criteria are entered, it will retrieve 

all beneficiaries.  

iv. Click Search button 
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 Select a Beneficiary from the list and click View to view the selected beneficiary 

details 

 Select a Beneficiary from the list and click Amend to update the selected 

beneficiary details 

 Select a Beneficiary from the list and click Delete to delete the selected 

beneficiary 

 To create new Beneficiary click New button for detail follow the step as mention 

in 8.4  

2.19 Setup Treasury Beneficiary 

This enables the user to setup Treasury beneficiary. 

 

 Click on Beneficiary link from menu. 

 Click on ‘Setup Treasury Beneficiary’ sub option 

 Following screen will be displayed 
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 Specify the Beneficiary details 

i. Enter ‘Account Number’ 

ii. Enter the ‘Treasury Account Number’ 

iii. Enter ‘Bank Code’ 

 

 Click ‘Validate Treasury’ button to validate treasury beneficiary. Following 

values will get populated. 

 ‘Beneficiary Name’ 

 ‘Account Name’ 

 ‘Fiscal code’ 

 ‘Description’ 

 ‘Bank Name’ 

 

 Click Submit to Setup Treasury Beneficiary.Following screen will be displayed. 

 

 
 

2.20 Maintain Treasury Beneficiary 

This enables the user to maintain the available treasury Beneficiary. 
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 Click on Beneficiary link from menu. 

 Click on ‘Maintain Treasury Beneficiary’ sub option 

 Following screen will be displayed 

 
v. To search beneficiary by Beneficiary Name 

o Specify beneficiary name (partial name can be specified) to perform 

search.  

vi. To search beneficiary by Account Number 

o Enter Account Number (partial number can be specified) to perform 

search. 

 

vii. Both the above can also be specified. If no criteria are entered, it will retrieve 

all beneficiaries.  

i. Click Search button 

 
 Select a Beneficiary from the list and click View to view the selected beneficiary 

details 

 Select a Beneficiary from the list and click Delete to delete the selected 

beneficiary 

 To create new Beneficiary click New button for detail follow the step as mention 

in 8.6  

 Select a Beneficiary from the list and click Amend to amend the selected 

beneficiary. Following screen will be displayed. 
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 Modify the required details and click submit button. Following screen will be 

displayed. 

 

 

 

 

2.21 Setup Overseas Beneficiary 

This service enables the 24 Banking user setting up new overseas beneficiary. 

 Click on ‘Setup Overseas Beneficiary’ sub item from Beneficiary menu item. 

Following screen will be displayed. 
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 Specify the Beneficiary details 

o Enter ‘Name’ 

o Enter ‘Account Number’ 

o Specify the Resident indicator as appropriate  

o Enter ‘Country Code’. The search facility can be used by clicking the ‘^’ 

button. However, the search works if as minimum 1 character of country 

code has been specified. Select one country from the list provided and 

the country code and country name are populated from the selected row. 

o Click Clear button to clear the country code and country name fields in 

case of any mistake. 

o Enter ‘City/Locality’ 

o Enter ‘Address’ 

 Specify Beneficiary Bank Details 

o Specify whether search facility is to use to provide bank details or details 

will be entered manually. Select Lookup or Manual radio button as 

appropriate 

o For Lookup option, enter first 3 letters of the Swift BIC and click ‘^’ 

button. Select a bank from the list provided and the fields like Bank 

Name, Country Code, Country Name, City/Locality and Address will be 

auto populated based on selected bank from the list 

o Click Clear button to reset the details in case of any mistake 

o For manual option, enter the details 

 Enter ‘Bank Name’ 

 Enter ‘Country Code’. The search facility can be used by clicking 

the ‘^’ button. However, the search works if as minimum 1 

character of country code has been specified. Select one country 
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from the list provided and the country code and country name are 

populated from the selected row. 

 Click Clear button to clear the country code and country name 

fields in case of any mistake. 

 Enter ‘City/Locality’ 

 Enter ‘Address’ 

o Change the option between Lookup and Manual anytime if details are to 

be entered differently 

o Enter the ‘Correspondent Account’ 

 Specify Intermediary Bank Details 

o Specify whether search facility is to use to provide bank details or details 

will be entered manually. Select Lookup or Manual radio button as 

appropriate 

o For Lookup option, enter first 3 letters of the Swift BIC and click ‘^’ 

button. Select a bank from the list provided and Bank Name will be auto 

populated based on selected bank from the list 

o Click Clear button to reset the details in case of any mistake 

o For manual option, enter the Bank Name manually.  

 Click Submit button to setup the overseas beneficiary. Following completion 

screen will be displayed. 
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2.22 Maintain Overseas Beneficiary 

This service enables the 24 Banking user to maintain the available overseas 

beneficiary. 

 

 Click ‘Maintain Overseas Beneficiary’ sub item from Beneficiary menu item. 

 The screen as below opens 

 Specify the search criteria and click on Search button 

 

 
 

 All overseas beneficiaries matching the search criteria will be retrieved. 

 

 
 

 To setup a new overseas beneficiary, click on ‘New’ button. For detail follow the 

step as mention in 8.8. 

 Select a beneficiary and click on Amend button. The details can be amended 

 Select a beneficiary and click on View button. The details can be viewed 

 Select a Beneficiary from the list and click Delete to delete the selected 

beneficiary  
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Deposits 

 

2.23 Deposit Feeding (Supply) 

This service allows you to make funds transfer between your accounts with same currency. 

A feeding operation on Deposit Accounts can be made from current accounts only. 

 Click on Deposit Feeding sub item from Deposits menu item. Following screen 

will be displayed. 

 
 Feeding Details:  

o Current Account - Select the account which is to be debited from the drop 

down list.  

o Deposit Account - Select the account which is to be credited from the drop 

down list.  

o Amount - enter the amount to be transferred.  

o Payment Details.  

 Click on Submit button, the below confirmation page will be displayed.  

 

 
 Click Back Button to go to previous page with selected values.  

 Click Cancel button to close the Deposit Feeding operation and navigate back to 

Home Page.  

 Click Confirm button. 

 In case a customer has subscribed for Basic security as authentication 

mechanism in their profile, then on click of confirm button, customer will be 
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sent an one time password (OTP) on their mobile and/or email. Customer will 

be presented with below screen to enter that OTP.  

o In case, customer has subscribed for Digital Signature or Smart card security 

as authentication mechanism in their profile,  refer Appendix A for steps for 

authorisation with these securities. 

 
If the user does not receive OTP details, then user can click cancel button and can 

enter OTP later for this transaction using Maintain Transfer screen. 

 Click Submit button to confirm the transaction. Following completion page will 

be displayed. 

 

 

2.24 Deposit Withdrawal  

This service allows you to make funds transfer between your accounts with same currency. 

A withdraw operation on Deposit Accounts can be made to current accounts only. 

 Click on Deposit Withdrawal sub item from Deposits menu item. Following 

screen will be displayed. 
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 Withdrawal Details:  

o Deposit Account - Select the account which is to be debited from the drop 

down list.  

o Current Account - Select the account which is to be credited from the drop 

down list.  

o Amount - enter the amount to be transferred.  

o Payment Details.  

  

 Click on Submit button, the below confirmation page will be displayed.  

 

 
 Click Back Button to go to previous page with selected values.  

 Click Cancel button to close the Deposit Withdrawal operation and navigate back 

to Home Page.  

 Click Confirm button. 

 In case a customer has subscribed for Basic security as authentication 

mechanism in their profile, then on click of confirm button, customer will be 

sent an one time password (OTP) on their mobile and/or email. Customer will 

be presented with below screen to enter that OTP.  

o In case, customer has subscribed for Digital Signature or Smart card security 

as authentication mechanism in their profile,  refer Appendix A for steps for 

authorisation with these securities. 
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If the user does not receive OTP details, then user can click cancel button and can 

enter OTP later for this transaction using Maintain Transfer screen 

 Click Submit button to cnfirm the transaction. Following completion page will be 

displayed. 

 

 

2.25       Maintain Deposits 

This service allows 24 Banking customers to view/delete Deposit Feeding / Withdrawal 

created from various channels. It provides transfer details such as Reference Id, Payer 

Account, Payee Account, Transaction Type, Transfer Date, Amount and Transaction 

Status. 

 

To Maintain Deposit follow the steps as mentioned below: 

 

 Click on Customer Services link from menu. 

 Click on “Maintain Deposits” sub option. 
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 Following screen will be displayed 

 

 
 

 

 Select the Status as “Pending” to view the Transfers which is awaiting 

authorisation using OTP and Click on View/Delete button to view and delete the 

transfer. The page will vary for different type of deposit transfers. 

 

 

 
 Click Delete button to delete the selected deposit transfer. 

 Click Back button to go back to previous page. 

 Select Deposit Transfer from the list. 

 Click on OTP button to specify the OTP details if the selected Deposit Transfer is 

in Awaiting OTP status. The panel will open to specify the OTP details as 

received by the customer on email and/or SMS.  

 Click on Cancel button on “Maintain Deposits” page to navigate back to home 

page. 
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 Click Submit to submit OTP. 

 Click Cancel to cancel the operation. 

 

Customer Settings 

 

2.26 Maintain Preferred Accounts  

The 24 Banking customers may want to view some of their most used accounts on 

their home page. These are referred as Preferred Accounts. This service allows 24 

Banking customers to specify their preferred accounts. 

 

This service can be used to configure preference of any number of the accounts in 

user’s 24 Banking profile. To maintain preferred accounts, follow the steps as 

mentioned below: 

 

 Click on the Customer Services link from menu  

 Click on “Maintain Preferred Accounts” sub option, which leads user to the page 

where all the accounts in user’s 24 Banking profile are displayed & can be 

configured to be the preferred account (i.e. would be shown in the home page). 
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 Select checkboxes for “Preferred Accounts” and Submit. User’s preferences are 

saved and page is closed to show the home page. 

 Click Cancel button to cancel the “Maintain Preferred Accounts” operation and 

navigate back to Home Page. 

2.27 Assign Account Nickname 

This service allows 24 Banking customers to assign account nicknames to their 

accounts. The nickname helps customers to identify their accounts easily. The account 

nickname is unique for every account, i.e. no two account of a customer can have the 

same nickname. 

 

To Assign Account Nickname to all accounts in user’s 24 Banking profile, click on the 

“Assign Account Nickname” sub option of the Customer Services menu. Following 

screen is displayed: 
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 List of Assign Account Nicknames for various accounts of user is displayed with 

check box against each account. 

 Select the check box for which Nickname needs to be changed. 

 Change text field Account Nickname and submit the page. Click Submit to 

assign nickname. Completion page will be displayed as shown below. 

 Click Cancel button to cancel the “Assign Account Nickname” operation and 

navigate back to Home Page. 
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2.28 Maintain Accounts Visibility  

24 Banking customers may not want to view all their accounts on 24 Banking. They can 

do so by specifying the accounts in their 24 Banking profile. Only those accounts 

mentioned in the customer's 24 Banking profile will be available for various services on 

24 Banking. This service allows 24 Banking customers to maintain their 24 Banking 
profile by assigning or un-assigning accounts to their 24 Banking profile.  

To Maintain 24 Banking Profile for all accounts in user’s 24 Banking profile, follow the 

steps as mentioned below: 

  

 Click on the Customer Service menu. 

 Click on “Maintain Accounts Visibility” sub option. 

 Application would show all the active accounts of the user that are  available for 

24 Banking services. You can uncheck the accounts so that it becomes 

“unavailable” for other 24 Banking services. 

 

 

 
 

 Click “Check All” to check all visible Check boxes. 

 Click “Clear All” to clear all visible Check boxes. 

 Click Submit button. Following screen will be open which shows all the visible 

accounts:  
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 Click Confirm button to apply the changes. 

 Click Cancel button to cancel the “Maintain Account Visibility” operation and 

navigate back to Home Page. 

 Click Back to go to previous page with selected values. 
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2.29 Service Limits 

The 24 Banking customers can set their limits for every transaction related service 

from here. Maintain Service Limits allows them to set service limits for different 

services. To Maintain Service Limits, follow the steps as mentioned below:  

 

 Click on the Customer Services link from menu. 

 Click on “Service Limits” sub menu. 

 Following screen will be displayed with the list of service limits. 

 

 

 
 

 Change the current limit from the “Your Current Limit” text box; it cannot be 

greater than the Bank’s maximum limit. 

 Click on Submit button. Maintain Service Limits Confirmation page will open. 

 

 
 Click on Confirm button to set the changed service limit. 

 Click Cancel button to cancel the “Maintain Service Limits” operation and 

navigate back to Home Page. 
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Note: If the user reduces the current limit then application does not ask for 

authentication but if the current limit is increased then system ask to authenticate the 

details and will ask for OTP (specify the OTP password received either through the 

Email or SMS) as per the authentication method opted by the customer. For other 

authentication methods refer to the Appendix A. 

2.30 Resource Limits 

The 24 Banking customers can set their resource limits from here. Resource Limits 

allows them to set resource limits for different accounts. To Maintain Resource Limits, 

follow the steps as mentioned below:  

 

 Click on the Customer Services link from menu. 

 Click on “Resourcs Limits” sub menu. 

 Following screen will be displayed with the list of service limits. 
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 Change the current limit from the “Your Current Limit” text box; it cannot be 

greater than the Bank’s maximum limit. 

 Click on Submit button. Maintain Resource Limits Confirmation page will open. 

 

 
 Click on Confirm button to set the changed resource limit. 

 Click Cancel button to cancel the “Maintain Resource Limits” operation and 

navigate back to Home Page. 

 

 
 

Note: If the user reduces the current limit then application does not ask for authentication  

but if the current limit is increased then system ask to authenticate the details and will ask 
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for OTP (specify the OTP password received either through the Email or SMS) as per the 

authentication method opted by the customer. For other authentication methods refer to the 

Appendix A.                          

Set Preferences 

This service allows customer to receive/not receive alerts from IB on email or /and SMS, 

based on the customer subscription on QSystem. These flags allow a customer to 

temporarily suspend the receiving of alerts without requesting for change in the 

subscription. To Set User Preferences, follow the steps as mentioned below:  

 

 Click on the Customer Services link from menu. 

 Click on “Set Preferences” sub menu. 

 Following screen will be displayed. 

 

 

 

 
 

 Select a checkbox of your preference, update preferred language if required and 

click on the submit button. 

 

 
 

Maintain Requests 

This service allows 24 Banking customers to view the details of the various requests made 

by him. To view details of the request made by him, follow the steps as mentioned below:  

 Click on the Customer Services link from menu. 

 Click on “Maintain Requests” sub menu. 

 Following screen will be displayed. 



 
24 Banking BankFlex Personal Internet Banking 

  
© 2013 Eon Technologies 
 
 

USER GUIDE 

76 

 
 Following details will be displayed: 

o Request Date 

o Status 

 Select a request and Click on View button. The details for the request are 

presented.  
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 Click Cancel button to cancel the “Maintain Request” operation and navigate 

back to Home Page. 
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Utilities Payment 

 

2.31 Bill Payment 

This service allows 24 Banking customers to make payments from their accounts to the 

merchants registered with the bank. Customers can specify account from their 24 

Banking profile as the source account. This payment can only be made in base 

currency. It is assumed that merchant account is base currency operational account 

with the bank. If merchants are not registered with the bank then they can make the 

payment using Other payments screen. Customer can perform the payment within the 

customer's available limit for this service for the payment day. 

The customer can only schedule an utility payment for a date not later than 30 days 

from the current date but bill payment can only be immediate. 

 

This service performs immediate payment in real time. The payment amount is debited 

from customer's account and is credited to the merchant's account held with the bank 

in real time.  

 

The service generates a unique reference number, which is displayed to the customer 

on successful completion of immediate payment or on successful scheduling of 

payment. 

 

 Click On Utilities Payment menu 

 Click on “Bill Payment” sub option 

 Following screen will be displayed 

 

 
 

 User can make a payment by specifying following details for the payment : 

 

i. Select any of the listed Payment Arrangements. 

ii. Click the “Get Invoice” button to get the invoices for which Payment is to 

be made. 
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 Select the invoice and click next button. Following screen is displayed: 

 

 
 

 

 The Limit and payment details page will open allowing specifying the details as 

required.  

 Specify the following: 

o Payment Amount (only if invoice allows partial payment) 

o Select the Account Number to pay from 

 Click Submit button to proceed. The Payment Confirmation page opens as below 
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 Click Back button on Payment Confirmation page to go to previous page with 

selected values 

 Click Cancel button on Payment Confirmation page to cancel the Payment 

operation and navigate back to Home page. 

 Click Confirm button on the confirmation page.  

 In case a customer has subscribed for Basic security as authentication 

mechanism in their profile, then on click of confirm button, customer will be 

sent an one time password (OTP) on their mobile and/or email. Customer will 

be presented with below screen to enter that OTP.  

o In case, customer has subscribed for Digital Signature or Smart card security 

as authentication mechanism in their profile,  refer Appendix A for steps for 

authorisation with these securities. 

 

 
If the user does not receive OTP details, then user can click cancel button and can 

enter OTP later for this payment using Maintain Payment screen 

 Click Submit to confirm the payment. The completion page opens indicating the 

reference id and status. 
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2.32 Other payments  

 

This service allows the 24 Banking Customer to perform Other payments by doing following 

steps:  

 Click on Utilities Payment link from menu. 

 Click on “Other payments” sub option. 

 

 

 
 

 Specify the following details for Other payments:  

i. Select an Organisation 

ii. Following screen will be displayed. 
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i. Specify the account you wish to pay from 

ii. Specify the amount for payment 

iii. Specify the Payment fields specific to the selected organisation, if any  

iv. Select Payment Type as immediate (Amount will be debited from the user’s 

account immediately) 

Or 

v. Select Payment Type as Future dated and specify a Future Date (Amount will 

be debited from the user’s account on the date specified) 

 

 Click Submit Button. Following confirmation page is displayed: 
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 Click Back to go to previous page with selected values 

 Click Cancel button to cancel the “Adhoc Bill Payment” operation and navigate 

back to Home Page. 

 Click confirm button.  

 In case a customer has subscribed for Basic security as authentication 

mechanism in their profile, then on click of confirm button, customer will be 

sent an one time password (OTP) on their mobile and/or email. Customer will 

be presented with below screen to enter that OTP.  

o In case, customer has subscribed for Digital Signature or Smart card security 

as authentication mechanism in their profile,  refer Appendix A for steps for 

authorisation with these securities. 

 
 

If the user does not receive OTP details, then user can click cancel button and can enter OTP 

later for this payment using Maintain Payment screen.  
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2.33 List of payments 

This service allows 24 Banking customers to maintain payments. The payment contains 

payment details, such as Transaction id, From Account, Transaction Type, Payment 

Date, Amount, Transaction Status and Channel. To Maintain Payments follow the steps 

as mentioned below: 

 Click on Utilities Payment link from menu. 

 Click on “List of payments” sub-option. 

 Following screen will be displayed. 

 

 
 

 Select the Status as “Pending” to view the Adhoc Payments which are scheduled 

for the future date or the payments that are in Awaiting OTP status (select the 

status as “Historical” to view/Delete the payments rejected By Bank OR select 

the status as “Expired” to view/Delete payments that are either expired or 

deleted). 

 Select a Payment from the list. 

 Click View/Delete button. Following screen will be displayed. The screen will 

vary depending on the type of payment selected 
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 Click Delete button. Following Confirmation box appears. 

 

 
 

 Click ‘No’ to cancel the deletion or click ‘Yes’ to confirm the deletion. On 

confirmation below success message will appear. 

 

 
 

 Click OTP button On the ‘List of payments’ Screen  to specify the OTP details if 

the selected payment is in Awaiting OTP status. The panel will open to specify 

the OTP details as received by the customer on email and/or SMS.  
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 Click Submit button to submit OTP. 

 Click on Cancel button on “List of payments” page to navigate back to home 

page. 

 Click Amend button on ‘Lis of payments’ Screen to amend the scheduled Other 

payments (the payments that are authorised by the customer). Following 

screen will be displayed: 

 

 
 

i.    Amend amount field (if required) 

ii.    Amend Payment Date field (if required) 

iii.    Click on Submit button. Following screen will be displayed: 
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iv. Click on cancel button to close the Page and to navigate back to Home page 

v. Click on Back button to go back to previous page without making any changes. 

vi. Click confirm button. 

vii. In case a customer has subscribed for Basic security as authentication mechanism 

in their profile, then on click of confirm button, customer will be sent an one time 

password (OTP) on their mobile and/or email. Customer will be presented with 

below screen to enter that OTP.  

a. In case, customer has subscribed for Digital Signature security as 

authentication mechanism in their profile,  refer Appendix A for steps for 

authorisation with these securities. 

 

 
viii. Click on cancel button to close the Page and to navigate back to Home page 

ix. Click on Submit button. Following screen will be displayed. 
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2.34 Setup Payment Arrangement 

24 banking customers may need to make payments to an organisation quite frequently 

from their specific Operational or card account present in their 24 Banking profile. They 

can create a payment arrangement where they can specify their own account, 

organisation and some payment details. This payment arrangement can be used to 
make payments.   

This service allows customers to set up payment arrangements for making payments. 
It can be set up for organisations who are registered with the bank. 

This service is used to create new Payment Arrangement. To Setup Payment 

Arrangement, follow the steps as mentioned below: 

 

 Click on Utilities Payment link from menu 

 Click on “Setup Payment Arrangement” sub-option  

 Following screen will be displayed: 

 

 

 
 

 Specify the Payment Arrangement details 

o Select ‘Organisation’ 
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o Enter ‘Contract Number’ – this is your reference number in the 

organisation 

o Enter ‘Nick Name’ – this is to identify the payment arrangement 

o Enter the ‘Account Number’  

 

 Click Submit button to create the Payment arrangement. 

 Click Cancel to cancel the “Setup Payment Arrangement” operation and 

navigate back to Home Page. 

2.35 Maintain Payment Arrangement 

This service allows 24 Banking customers to view, amend and delete their existing 

payment arrangements. The payment arrangement contains organisation, contract 

number, account number and nickname. 

 

The deletion of a payment arrangement does not affect the existing scheduled 

payments set up by the customer using the payment arrangement. 

 

This service is used to view/amend/delete already existing Payment Arrangement. To 

Maintain Payment Arrangement, follow the steps as mentioned below: 

 

 Click on Utilities Payment menu. 

 Click on “Maintain Payment Arrangement” sub option. 

 Following screen will be displayed. 

 

 

 
 

 Select any number of existing payment arrangements for delete and Click 

Delete button to delete the specified payment arrangements after confirmation. 

 Click Cancel button to cancel the “Maintain Payment Arrangement” operation 

and navigate back to Home Page. 

 Select any one of existing payment arrangement from the list and click Amend 

to amend the selected payment arrangement. Following screen will be 

displayed. 

 

  
 Modify the required details and click submit button. 
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Security 

 

Manage Security 

This service allows 24 Banking customers to manage their security credentials like 

change their Login Password.  

 

 
 

User will need to select a radio button and click submit button to perform a desired        

function.  

 

 
To access and to use these services follow the steps as mentioned below: 

2.35.1  Change Login Password 

 Enter Old Login Password. 

 Enter New Login password. 

 Enter Confirm new Login Password. 

 Click Clear button to clear the text field’s values. 

 Click Cancel to cancel the “Change Password” operation and navigate back to 

Home Page. 

 Click Back to come back to previous page without making any changes. 

 Click Submit button to process the change login password request. 
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2.35.2  Request Login Authentication Security Change 

 User can select Authentication/Authorization Security Options either as OTP or 

digital signature. The OTP means, user is required to login using Basic security 

and authorisation of transactions would require OTP. However, for digital 

signature, the user would need to login using their digital signature and also 

requires to use the digital signature to authorise the transactions. The change in 

security will take place when the request is accepted and processed by Bank 

and customer profile is uploaded. The authentication/authorization request will 

be visible under Maintain Requests sub menu. 

 

 
 Click Submit to process the authentication/authorization request. 

 Click Clear button to clear the text field’s values. 

 

 

2.3 Certificate Requests 

A digital signature is basically a way to ensure that an electronic document (e-mail, 

spread sheet, text file, etc.) is authentic. Authentic means that you know who created 

the document and that it has not been altered in any way since that person created it 

 

Customer can request digital certificate from bank’s certificate authority. This service 

allows user to request, view, download and read guidelines to export the certificate 
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keys in a folder on their computer. Once the customer requests and downloads the 

certificate, it is to be uploaded. Please refer section 9.3 Upload Certificate.  

 

From Menu: 

 Click on Security menu. 

 Click on certificate request sub option. 

 Following screen should be displayed which will list the certificate requests 

along with their request made by customer in the past. 

 
 A request can be in one of the below states. 

 Pending – The request for issue of certificate is yet to be reviewed by Bank.  

 Accepted – The request for issue of certificate is approved by the bank and 

certificate is available to be downloaded from CA server. 

 Rejected - The request for issue of DS certificate is rejected by Bank. 

 Downloaded – The certificate has been downloaded by the customer from 

the CA server.  

 Revoked – The certificate has been revoked by Bank. 

 

 Customer can request for a new certificate only if there is no request with 

“Pending” or “Accepted” status.  

 Click “Request Certificate” to request for a new certificate. The below pop-up 

may appear, cutomer should click “yes”.  

  
 

Please note: In Firefox, the requesting of a certificate is a 2 step process. Customer 

would first need to click “Step 1 - Request for Certificate” which generates the keys to 

sign request and & then click Step 2 - Request for Certificate to actually generate 

request as shown in the screen below. 
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In case of Opera also, the requesting of a certificate is a 2 step process. Customer 

would first need to click “Step 1 - Request for Certificate” 

 
Customer will be presented with a dialog box as below to select the key length. After 

selecting the key length, click Step 2 - Request for Certificate to actually generate the 

certificate request. 

 

 
 

 The created request will be shown on top of the table.  
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 The request will be processed manually by Bank on their certificate authority 

system. If the request is accepted by bank, the status “Accepted” will be shown 

for the certificate as in the screen below. 

 

 
 Customer can download the certificate in their browser by clicking”Download 

Certificate”. Customer will be displayed the below pop-up when their certificate 

is in the browser.  

 

 
 

 To export the public and private keys of the certificate onto their folder their 

computer, click “Export & Save Certificate Keys”. This will open the below pop-

up that provides guidelines to the customer on how to export the keys from the 

certificate stored in their system/browser.  
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2.36 Upload Certificate 

A digital signature is basically a way to ensure that an electronic document (e-mail, 

spread sheet, text file, etc.) is authentic. Authentic means that you know who created 

the document and that it has not been altered in any way since that person created it.  

 

Customer has a certificate either from 3rd party Certificate authority or from BCRC 

certificate authority.  They need to attach the certificate to their profile in order to use 

their Digital certificate for authentication or signing documents. This service allows 

customer to upload the digital certificate and attach to their profile. 

 

From Menu: 

 Click on Security menu. 

 Click on Upload Certificate sub menu. 

 Following screen should be displayed 

 

 
 

 

 Specify the details 

o Browse the Certificate for upload 

o Click the Read certificate 

After certificate is loaded successfully and Serial, Subject, Authority Name and Key 

Expiry date text field will be populated with the values. 
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 Click upload button to upload of certificate. 

 If the uploaded certificate is issued by 3rd party then the certificate will be 

submitted for Bank's approval. The customer will be notified when their 

certificate is approved or denied. Once approved, customer will be able to use 

that for login and/or authorisation purpose 

 

Exchange Rates 

 

2.37 NBM Rates 

This option allows 24 Banking customers to view the NBM exchange rates. To view NBM 

exchange rate, follow the steps as mentioned below:  

 

 Click on the Exchange Rates link from menu. 

 Click on “NBM Rates” menu. 
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2.38 BCRC  Commercial Rates 

 

This service allows 24 Banking customers to view the latest exchange rate to be applied for 

performing financial transactions. To view exchange rate, follow the steps as mentioned 

below:  

 

 Click on the Exchange Rates link from menu. 

 Click on “BCR Commercial Rates” menu. 

 Following screen will be displayed. 
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Secure Messages 

This service enables user to view the messages received in his inbox. Click the link 

“X(Unread message count) new messages” on the home page. Following screen will be 

displayed. 

 

 
 Message details can be viewed by clicking on Subject link of the message as 

below.  

 

 
 To Delete a message 

o Select one or more messages by clicking their check boxes. Click Delete.  

o Confirm by clicking ‘Yes’ button or ‘No’ otherwise 

 

 Click on Trash button to view all the deleted messages  
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 To delete the message permanently 

o From Trash, select one or more messages 

o click Delete 

o Click Yes to confirm the deletion and No otherwise 

o The messages will be deleted and will not be visible 

 

 Click Compose button to create and send new message. 

 Following screen will be displayed:  

 

 
 

 Specify the following details 

 

o Select the Account Number you want the message to be associated with. 

o Select the Subject for the mail. 

o Enter the message body. 

o Click Send button to send the mail to the specified account number. 

o Click Inbox to go back to your Inbox without sending the message. 

 

 Click Sent Messages button to view all the messages sent 
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Appendix 

A. Transaction Authorisation  

Using Digital Signature 

In case a customer has opted for Digital Signature authentication mechanism in their profile 

and has successfully uploaded their digital certificate as per section 9.3 Upload Certificate, 

they will be presented with below screen for selecting Digital certificate and to specify 

certificate password for authorisation purposes.  

 

After specifying certificate details, customer needs to click submit to send the 

transfer/payment for processing.  

 

If customer clicks cancel button, it will abort the transfer/payment operation.  

 

For security reasons, the use of digital signature requires Java JRE on your machine. Please 

refer Appendix D – Setup Requirements for Digital Signature in user guide. 

 

 

 
  

B. Session Management  

The application session can time out or expire due to the following scenarios: 

- The user clicks back/forward button or refresh button of the browser. 

- The user tries to re-login from another browser session. 

- There is no session activity for the configured period (currently 30 minutes). 

- The user tries to click to some other service while one service is in execution. 

 

C. FAQ  

C.1. What should I do if I forget my login password 

If you have forgotten your login password then follow the below options to generate the new 

login password. 

 
 

a) Perform Forget Password from the 24 Banking login page 

 

Please refer section 2.4 Forgot Password in this guide for steps. The system will generate a 

new password and send it to you through an email or SMS. You can use this password for 

login. The system will ask you to change the password at the time of your login. 
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b) Request Bank support staff to reset the password 

 

You may call the Bank’s support staff for resetting your login password. The Bank staff will 

reset your password. The system will generate a new password and send it to you through 

an email or SMS. You can use this password for login. The system will ask you to change the 

password at the time of your login. 

 

What should I do if I forget password of digital certificate 

If you have forgotten the password of the digital certificate then you need to perform Forget 

Password from 24 Banking login page and specify the required details and select ‘Certificate 

Password’ in the drop down. The system generates a password and sends it either by SMS, 

or by email, or both methods (in parts), depending on password receiving method set for 

your login account. On the next screen, enter the password received from system. 

 

You can then login using ‘Certificate Request’ option in the Security drop down on the login 

page. After login, you will only be provided with access to request & upload certificate 

services only.  

 

Please refer section “9.2 Certificate Requests” and section “9.3 Upload Certificate” in this 

guide for steps. After uploading the certificate, you need to logout and login again to access 

the full applicable functionality. 

 

C.2. What should I do if I have locked my 24 Banking facility 

Yes, the 24 Banking facility will be locked if you try login with incorrect login credentials for 

defined number of times. In this case, please contact Bank support staff for unlocking the 24 

Banking facility. If you have forgotten your login password then perform the steps as 

mentioned in C.1 to get the new password.  

C.3. What should I do if I my digital certificate is expired or revoked 

When you perform login using the expired or revoked certificate, the system will inform you 

the same. In such a case, login using ‘Certificate Request’ in Security drop down on the login 

page. After login, you will only be provided with access to request & upload certificate 

services only.  

 

Please refer section “9.2 Certificate Requests” and section “9.3 Upload Certificate” in this 

guide for steps. After uploading the certificate, you need to logout and login again to access 

the full applicable functionality. 

D. Setup Requirements for Digital Signature  

For using Digital Certificate using File Browse option on Logon or Authorization purposes, the 

system will check whether Java JRE is installed on the machine. If it is not found, then it will 

automatically prompt you to download it. Follow the instructions on the Java website for the 

installation and restart your browser after that.   

 

Once Java JRE is installed on your machine and you open the browser, the system may 

prompt you to enable the Java add-in as below. Please click the Allow button. 
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Now, when you click File option to specify the location of your digital signature file, the 

system may prompt some security warning popups. In order to use the digital signature for 

Logon or Authorization purposes, you would need to continue with the security warning and 

allow Java Applet to run on your machine.  

 

Depending on JRE and browser, these security warning popups could be different. The below 

are provided as an example only to illustrate the popups that may appear.  
 

 

 
 

Click Run to continue and then select Browse option to specify the location of the digital 

signature file. 

For further information, please contact support service 24 Banking, email 

helpdesk@24banking.md or phone number 0-22-852040/0-22-265040 
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