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3.1

Introduction

This document contains the instructions on how to use the digital certificate for logon,
first time registration, and to authorise transactions using digital signature.

It also describes how to request for a digital certificate and upload the digital
certificate.

Using Digital Certificate on 24 Banking

In case you wish to use digital certificate for login authentication, then your company
should request bank for digital certificate authentication by visiting the branch or
calling bank directly. Please refer section 3 How to use Digital Certificate on 24 Banking

for Login

In case you only wish to use digital ceriticate for authorisation purposes, then you
don’t require above subscription. Please refer section 4 How to use Digital Certificate
on 24 Banking for Authorisation

In case your digital certificate is revoked or expired, please refer section 9 Expired or
Revoked Certificate

How to use Digital Certificate on 24 Banking for Login

If you already have a digital certificate either from 3rd Party or from the Bank then you
need to upload the digital certificate at the time of First Time Registration. Please
follow section 3.1 First Time Login for Customer already has digital certificate

If you do not have the digital certificate and you wish to obtain certificate from the
Bank, then you need to complete the first time registration without uploading the
digital certificate and then requesting the digital certificate and uploading it using 24
Banking. Please follow section 3.2 First Time Login for Customer has no digital
certificate.

First Time Login for Customer already has digital certificate

For doing the first time login for the user with Digital Signature Security, Click the
“click here” hyperlink in the text "If you are a first time user, please click here to
complete the registration." from the login screen to complete the registration process.
Following screen will be displayed:
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Cyber Cafe Security | About E-mail Fraud | ¥ Close

First Time Login - Personal Identification

To access BankFlex Business Internet Banking, please provide details to identify yourself and click submit button.

Company Id |

User Login D

Specify details to identify yourself

First Name

Last Name

Identification No.

51 I:mi'.] [{:Iear] [Canoel]

Privacy | Online Security | Terms and Conditions | Disclaimer

Enter value of Company Id.
Enter value of User Logon Id.
Enter value of First Name.
Enter value of Last Name.
Enter value of Identification No.

VVVVY

Click on Submit button. The system generates the password for first time login and
sends it either by SMS, or by email, or both methods (in parts), depending on
password receiving preferred method set for your login account and following screen
will be displayed:
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Cyber Cafe Security | About E-mail Fraud | X Close

First Time Login - OTP Verification

To access Bankflex Business Internet Banking, please provide your one time password (OTP)

Specify your OTP

Hew Password
Confirm New Password

[+] Upload Digital Signature

[text]

Privacy | Online Security | Terms and Conditions | Disclaimer

» Enter value of OTP generated by system received by email/sms.

> Enter value of New Password. The password should be as per Bank’s password
policy.

> Enter value of Confirm New Password.

» Select the Upload Digital Signature option
e Select the “Upload Digital Signature” option - if you already have the digital
signature available with you, you can choose to upload the file enabling you
to logon to 24 Banking system. It also allows you to download the software
to use eToken or CryptoCard secure devices in IE as well as documentation
on how to configure and use the secure device for IE and FireFox.
e Click Next button. Following screen will be displayed:
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Cyber Cafe Security | About E-mail Fraud | 3 Close

Digital Certificate Details

Key File | [ Browsel I Read Certificate

Serial

Subject

Authority Name

Key Expiry Date

Privacy | Online Security | Terms and Conditions | Disclaimer

> Click Browse to locate the file to upload.

» Choose the file containing the public key (the file with extension .cer, .crt, .pem) of
your digital certificate

Click on Read Certificate button.

If the file is valid then the cerificate details will be presented to you.

Click on Upload button to upload the digital certificate.

YV V VY

» The following screen will be displayed.
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If the uploaded certificate is issued by 3rd party then the certificate will be
submitted for Bank's approval. The customer will be notified when their certificate
is approved or denied. Once approved, customer will be able to use the certificate
for login and authorisation purpose.

In case the certificate is issued by the Bank, the first time login process is
successful and account is activated. The following screen opens on click of OK
button. Please follow section 5 Login
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Cyber Cafe Security | About E-mail Fraud | » Close

Registration Successful

Congratulations! You have successfully registered yourself in Bankflex. Mow you can enjoy myriad

@ benefits provided by Bankflex.

To goto Login Page, Click here

Privacy | Online Security | Terms and Conditions | Disclaimer

3.2  First Time Login for Customer has no digital certificate

For doing the first time login for the user with Digital Signature Security, Click the
“click here” hyperlink in the text "If you are a first time user, please click here to
complete the registration.” from the login screen to complete the registration process.
Following screen will be displayed:
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Cyber Cafe Security | About E-mail Fraud | ¥ Close

First Time Login - Personal Identification

To access BankFlex Business Internet Banking, please provide details to identify yourself and click submit button.

Company Id |

User Login D

Specify details to identify yourself

First Name

Last Name

Identification No.

51 I:mi'.] [{:Iear] [Canoel]

Privacy | Online Security | Terms and Conditions | Disclaimer

Enter value of Company Id.
Enter value of User Logon Id.
Enter value of First Name.
Enter value of Last Name.
Enter value of Identification No.

VVVVY

Click on Submit button. The system generates the password for first time login and
sends it either by SMS, or by email, or both methods (in parts), depending on
password receiving preferred method set for your login account and following screen
will be displayed:
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Cyber Cafe Security | About E-mail Fraud | 3 Close

First Time Login - OTP Verification

To access Bankflex Business Internet Banking, please provide your one time password (OTP)

Specify your OTP ||

Mew Password
Confirm New Password

[ ] Upload Digital Signature

e

Frivacy | Online Security | Terms and Caonditions | Disclaimer

» Enter value of OTP generated by system received by email/sms.

> Enter value of New Password. The password should be as per Bank’'s password
policy.

> Enter value of Confirm New Password.

> Proceed without selecting the “Upload Download Software” option. The first time
login process is successful and account is activated.

» The customer would be able to use the application only after uploading the digital
certificate. To request the digital certificate, customer needs to select “Certificate
Request” security on login page and provide other credentials to enter into the
application.
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Cyvher Cafe Security | About E-mail Fraud | % Close

[ ]
24)Banking == 1] m

To access BankFlex Business Internet Banking, please enteryour Company Id, User Login 1D, select the security,
Fassword and click Login button

Company ID

User Login ID

Security | Cerificate Request

Password

| [Clear I [Furgnt Password? I

[fyou are afirsttime user, please click here to complete the registration process

[fyou are already a smart card user and want to re-register a new smart card, click here

Frivacy | Online Security | Ternms and Conditions | Disclaimer

Customer will be provided with access to request & upload certificate services only.
Please refer section 6 Certificate Requests and section 7 Upload Certificate. After
uploading the certificate, they need to logout and login again to access the full
applicable functionality.

4 How to use Digital Certificate on 24 Banking for Authorisation

If your corporate company is subscribed for normal security and if you already have
a digital certificate then to use the digital certificate for authorisation purposes,
please follow section 7 Upload Certificate

If your corporate company is subscribed for normal security and if you do not have
a digital certificate then to use the digital certificate for authorisation purposes
please follow section 6 Certificate Request

The authorisation of instructions would require specifying the digital certificate, if
corporate customer has subscribed for normal or digital certificate security. Following
screen will be displayed:
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[

Instruction Authorisation

Instruction Status Action Required v

Instruction Id Type Setup Date/Time Source Account Number Destination Account Number Transaction Amount Status

000000000002841  Sell Currency 06/03/201215:42:34  2224000000078145/EUR/RNCBMD2X504  2224000000096446/MDLRNCBMD2X EUR 100.00 Awaiting Authorisation 1
000000000002842 Domestic Payment Single  06/03/2012 15:47:02  2224000000077933/MDL/RNCBMD2X504 45456 MDL 100.00 Awaiting Authorisation 1
000000000002843  International Payments 06/03/2012 15:47:47 2224000000078145/EUR/RNCBMD2X504  JP29AIBK93115212345678 EUR 500 Awaiting Authorisation 1

OO =|C]

Total worth EUR 100.00

() File () eToken / CryptoCard

Submit | | Cancel

o Specify the file location of the digital certificate.
There are 2 options to provide the digital signature.
e File Browser based digital signature load - select ‘File’ option and click Browse.
Locate the .pfx or .p12 file and specify the password

For security reasons, the use of digital signature requires Java JRE on your machine.
Please refer Appendix A — Setup Requirements for Digital Signature in user guide.

e Secure Device based digital signature load - select ‘eToken / CryptoCard’ option. This
option is applicable to the users who have digital signature available in secure device.
You should have completed the steps mentioned to set up and configure the use of
secure device according to the documentation on how to use eToken / CryptoCard.

In IE, this option is visible when the required software has been installed. In Firefox,

this option can be used when the configuration of secure device is complete.
On selecting this option when the secure device is inserted in the system, you will
be provided the list of available digital signature on the device and to provide the
password. The password may not be asked if it has been provided earlier within the
same browser window and this is browser specific behaviour. Firefox asks to
provide password twice (one before selection of digital signature and one after
selection) while IE asks once only.

5 Logon

This section is for corporate users belonging to corporate customers subscribed for
digital signature security:
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Cyher Cafe Security | About E-mail Fraud | M C

[ ]
24)Banking = 11 =

To access BankFlex Business Internet Banking, please enter your Company 1d, User Lagin 1D, select the security,
Fassward and click Login buttan

Company ID

User Login ID

Security ‘ Digital Signature

(*) File () eTaken ! CryptaCard

Digital Certificate Source
Certificate Password

Password

| [ClearJ [Furgnt Password?

Ifyou are a firsttime user, please click here to complete the registration process

Ifyou are already a smart card user and want to re-register a nevy smart card, click here

Frivacy | Online Security | Terms and Conditions | Disclaimer

Enter value of Company Id.

Enter value of ‘User Logon Id.

Select Security as Digital Signature
Specify the location of digital signature

YVVVYVYYV

There are 2 options to provide the digital signature.
e File Browser based digital signature load — select ‘File’ option and click
Browse. Locate the certificate file and specify the certificate password

For security reasons, the use of digital signature requires Java JRE on
your machine. Please refer Appendix A - Setup Requirements for Digital
Signature in user guide.

e Secure Device based digital signature load - select ‘eToken / CryptoCard’
option. This option is applicable to the users who have digital signature
available in secure device. You should have completed the steps
mentioned to set up and configure the use of secure device according to
the documentation on how to use eToken / CryptoCard.

BCRIE o
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In IE, this option is visible when the required software has been
installed. In FireFox, this option can be used when the configuration of
secure device is complete.

On selecting this option when the secure device is inserted in the system,
you will be provided the list of available digital signature on the device
and to provide the password. The password may not be asked if it has
been provided earlier within the same browser window and this is
browser specific behaviour. FireFox asks to provide password twice (one
before selection of digital signature and one after selection) while IE asks

once only.

For more details, please refer to the documentation downloaded on the
use of secure device. The same documentation can also be downloaded
through Security - Download eToken / CryptoCard Reader

option.

> Password: Enter value of ‘Logon Password’.

» Click on Login button.

Certificate Requests

A digital signature is basically a way to ensure that an electronic document (e-mail,
spread sheet, text file, etc.) is authentic. Authentic means that you know who created
the document and that it has not been altered in any way since that person created it

Customer can request digital certificate from bank’s certificate authority. This service
allows user to request, view, download and read guidelines to export the certificate
keys in a folder on their computer. Once the customer requests and downloads the
certificate, it is to be uploaded. Please refer section 7 Upload Certificate.

From Menu:

> Click on Security menu.

» Click on certificate request sub option.
» Following screen should be displayed which will list the certificate requests

along with their request made by customer in the past.

Certificate Requests

=

_

Request Id Date

3o
29
28
T
26
25
24
23

02.04.2012 02:34:03
02.04.2012 02:23:05
02.04.2012 01:12:38
02.04.2012 01:08:04
02.04.2012 01:05:50
02.04.2012 01:02:37
02.04.2012 09:46:04
02.04.2012 09:33:57

Status

Received
Received
Received
Received
Received
Received
Received
Received

Request New Certificate l Export and Save Certificate Keys ]

» A request can be in one of the below states.
e Pending - The request for issue of certificate is yet to be reviewed by Bank.
e Accepted - The request for issue of certificate is approved by the bank and
certificate is available to be downloaded from CA server.
e Rejected - The request for issue of DS certificate is rejected by Bank.

12
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e Downloaded - The certificate has been downloaded by the customer from
the CA server.
e Revoked - The certificate has been revoked by Bank.

» Customer can request for a new certificate only if there is no request with
“Pending” or “Accepted” status.
» Click “"Request Certificate” to request for a new certificate. The below pop-up

may appear, cutomer should click “yes”.
h |

Ths Wish st & stternpbing bo perfom & dighal certificate
I\.' o ation o your bahalf;

ittpe: [ 12, 180, 224 ok uand e BT suncher , sspc o slsser LI
Ehbroveparsoplore Bks=31 1

Wou shoukd cnly slow knowen Web shes bo perfiorm digtal

oertficabe oparshons on your .
Do o weanit b allows Ehis opesrabion?

w ]

Please note: In Firefox, the requesting of a certificate is a 2 step process. Customer
would first need to click "Step 1 - Request for Certificate” which generates the keys to
sign request and & then click Step 2 - Request for Certificate to actually generate
request as shown in the screen below.

Certificate Reguests 7]

Requsest b Dt Status

30 0204201202 34:03 Retaimd
Fi'l 0204, 2012022305 Retaimd
8 02042002 01:02:38 Receimd
27 0204207 2 01:00:04 Reteived
26 02.04. 2012 01:05:50 Retaimd
25 0208, 2012 01:02:37 Retahmd
Fi 02,04 201 F 054604 Recehmd
23 02.04. 2012 09:32:57 Receiad

ISn-pi.lbq.nu:‘n-cmh'bml |Emu|-ﬂ5m6mllbmkml

In case of Opera also, the requesting of a certificate is a 2 step process. Customer
would first need to click "Step 1 - Request for Certificate”.

BCRIE 5
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Certificate Requests

Request Id
204
203
202
m
196
195
194
143
187
126
185
184
183
176
175
174
165

Date

08/04/2013 D6:49:30 PM
08/04/2013 06:48:14 PM
08/04/2013 06:46:42 Ph
0270472012 06:44:32 PM
0370472013 10:45:04 At
030472013 10:42:23 AM
0370472013 10:40:55 Al
03/04/2013 10:38:07 A
0210472012 06:40:36 PM
02/04/2012 06:32:18 PM
02/04/2013 08:30:06 PM
02/04/2013 08:21:32 PM
02/04/2013 06:11:58 PM
0210472012 05:42:50 PM
0210472012 05:40:50 PM
02/04/2013 05:38:36 PM
02/04/2013 04:23:50 PM

Status

Revoked
Revoked
Revoked
Revoked
Revoked
Revoked
Revoked
Revoked
Revoked
Revoked
Revoked
Revoked
Revoked
Revoked
Revoked
Revoked
Revoked

Step 1 - Request for Certificate

Export and Save Certificate Keys

Onclick of Step 1 you will see a small window open with & Key Length dropdown. Please select the key lendgth a3 indicated onthat soreen and click on Submit button. Click on Step 2 button to send cerificate request for processing,

Customer will be presented with a dialog box as below to select the key length. After
selecting the key length, click Step 2 - Request for Certificate to actually generate the
certificate request.

Key Length

192.1635.0.161

u Select Kew Length - waww by .ro - > Business

|1535 M

Submit

Please select in drop down 2048 and click submit

» The created request will be shown on top of the table.

Certificate Requests

Request Id
31
30
29
28
27
26
25
24
23

Date

02.04.201203.00:38
02.04.2012 02:34:03
02.04.32012 02:23:08
02.04.20120112:38
02.04.2012 01:08:04
02.04.2012 01.05:50
02.04.2012 01:02:37
02.04.2012 09:46:04
02.04.201209:33:57

Status
Pending
Received
Received
Received
Received
Received
Received
Received
Received

[ Export and Save Certificate Keys ]

» The request will be processed manually by Bank on their certificate authority
system. If the request is accepted by bank, the status “Accepted” will be shown

for the certificate as in the screen below.

14
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Certificate Requests

=

_

Request Id Date

31
il
29
28
27
26
25
24
23

02.04.2012 03:00:38
02.04.2012 02:34:03
02.04.2012 02:23:05
02.0420120112:38
02.04.2012 01:08:04
02.04.2012 01:05:50
02.04.2012 01:02:37
02.04.2012 09:46:04
02.04.2012 09:33:57

Status

Accepted
Received
Received
Received
Received
Received
Received
Received
Received

I Download Certificate I I Export and Save Certificate Keys I

» Customer can download the certificate in their browser by clicking”"Download
Certificate”. Customer will be displayed the below pop-up when their certificate

is in the browser.

The cedificate is in the browser now. YouU can
expart it from browser and upload it against your

o profile so that it can be used. You can download the
guidelines to do this by clicking "Export & Sawe
Cerificate Keys" button.

> To export the public and private keys of the certificate onto their folder their
computer, click “"Export & Save Certificate Keys”. This will open the below pop-
up that provides guidelines to the customer on how to export the keys from the

certificate stored in their system/browser.

"

You must export vour private key and cedificate from "private store” to a safe location an
wour computer disk. This process will require you to open a new browser window and
followw the instructions in the following documents. Wve have provided 2 versions

-"uick Guide" is for experienced users and

- "Detailed Guide" wersion is for relatively new Users.

Flease click anthe links provided below to open the relevant guides which can he
downloaded andfor printed. Once you have completed the export of private key and
cedificate, you will e able to login using digital cedificate and also be able to use it for

authorisation of payment instructions.

Quick Guide

Detailed Guide

15
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7 Upload Certificate

A digital signature is basically a way to ensure that an electronic document (e-mail,
spread sheet, text file, etc.) is authentic. Authentic means that you know who created
the document and that it has not been altered in any way since that person created it.

Customer has a certificate either from 3™ party Certificate authority or from BCRC
certificate authority. They need to attach the certificate to their profile in order to use
their Digital certificate for authentication or signing documents. This service allows
customer to upload the digital certificate and attach to their profile.

From Menu:
> Click on Security menu.
» Click on Upload Certificate sub menu.
> Following screen should be displayed

Certificate Requests

2]
aques
Key File
Serial
Subject
Authority Name
Key Expiry Date

» Specify the details
o Browse the Certificate for upload
o Click the Read certificate
After certificate is loaded successfully and Serial, Subject, Authority Name and Key
Expiry date text field will be populated with the values.

Certificate Requests

=
sques
Key File Bankflex-2011.cer
Senial
Subject
Authority Hame

Key Expiry Date

» Click upload button to upload of certificate.

BCRIE T
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If the uploaded certificate is issued by 3rd party then the certificate will be submitted
for Bank's approval. The customer will be notified when their certificate is approved or
denied. Once approved, customer will be able to

> authorization of their payments and/or

» authentication if authentication mechanism in their profile is DS.

8 Expired or Revoked Certificate

If you have already uploaded a digital certificate on 24 Banking and your digital
certificate either expired or revoked then you would be able to use the application only
after uploading another digital certificate.

14

In case you already have a new digital certificate, please select “Certificate Request
security on login page and provide other credentials to enter into the application. You
will be provided with access to request & upload certificate services only. Please refer
section 7 Upload Certificate. After uploading the certificate, logout and login again to
access the full applicable functionality.

In case you wish to request the digital certificate from the Bank, please select
“Certificate Request” security on login page and provide other credentials to enter into
the application.

BCRIE 7
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To access BankFlex Business Internet Banking, please enteryour Company Id, User Login 1D, select the security,
Fassword and click Login button

Company ID

User Login ID

Security | Cerificate Request

Password

| [Clear ] [Furgnt Password? I

[fyou are afirsttime user, please click here to complete the registration process

[fyou are already a smart card user and want to re-register a new smart card, click here

Frivacy | Online Security | Ternms and Conditions | Disclaimer

You will be provided with access to request & upload certificate services only.
Please refer section 6 Certificate Requests and section 7 Upload Certificate. After
uploading the certificate, logout and login again to access the full applicable
functionality.

BCRIE s
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Appendix

A. Setup Requirements for Digital Signature
For using Digital Certificate using File Browse option on Logon or Authorization purposes,
the system will check whether Java JRE is installed on the machine. If it is not found,
then it will automatically prompt you to download it. Follow the instructions on the Java
website for the installation and restart your browser after that.

Once Java JRE is installed on your machine and you open the browser, the system may
prompt you to enable the Java add-in as below. Please click the Allow button.

This webpage wants to run the following add-on: 'Java SE Runtime Environment 7 Update 25' from 'Oracle America, Inc.'. What's the risk? Allow |~

Now, when you click File option to specify the location of your digital signature file, the
system may prompt some security warning popups. In order to use the digital
signature for Logon or Authorization purposes, you would need to continue with the
security warning and allow Java Applet to run on your machine.

Depending on JRE and browser, these security warning popups could be different. The
below are provided as an example only to illustrate the popups that may appear.

Do you want to run this application?

Name: signingapplet

i

» Publisher: BankFlex

([

Location:  https://localhost/borpb/jars/Bank-FlexSigner . jar

This application will run with unrestricted access which may put your computer and
personal information at risk. Run this application only if vou trust the publisher.

[~ Do not show this again for apps from the publisher and location above

g Mare Information Cancel |

Click Run to continue and then select Browse option to specify the location of the
digital signature file.

o

For further information, please contact support service 24 Banking, email
helpdesk@24banking.md or phone number 0-22-852040/0-22-265040

BCRIE T
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