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1. Introduction
This Manual serves as an aid when:

e Obtaining the certificate for logging into the Partner24 application (Chapters 2-5)
e Logging into the Partner24 application using the certificate

e Changing the PIN in the HW keyring

e Renewing the certificate

e Invalidating the certificate

A new certificate shall be requested if:

e you do not have a certificate yet
e acertificate has not be renewed in time and its annual validity has expired
e you have forgotten your password for Partner24

2. Obtaining user identifier and temporary password

To download your certificate, you will need a user identifier and a temporary

password. You will be given these data in writing or in electronic form.

The validity of the temporary password is limited in time. The password validity expires 21 days
after its generation. If you already have your temporary password, please go to the next chapter of
this manual.

If the validity of your temporary password has expired, or if you have not got one, request a new
one to be generated.

CAUTION: You have to request a temporary password based on the module with which you work
in Partner24. If you ask via a wrong module (see below), no temporary password will be generated
for you!

2.1. EPAK module

e For the Central Partner channel, please turn to your External Cooperation Advisor.

»  For a subsidiary of CSDD, please turn to your regional director’s assistant.

»  For a subsidiary of CS (KOOP, PF, etc.), please turn to the contractual external sales
support department at CS, a.s. (o_5800_02)

2.2. REV module

For the REV module, please request a new temporary password at
ilrichterova@csas.cz or dhorakova@csas.cz.

2.3. PIS module

For the PIS module, please request a new temporary password at mpecarka@csas.cz

2.4. SBOX module

For the SBOX module, please contact your Contact Person at CS.



2.5. Example of obtained user identifier and temporary password:

ZalozZeni uZivatele aplikace Partner 24

IDENTIFIKACNI UDAJE UZIVATELE

Jméno a pfijmeni uZivatele:
Jan Novak

Adresa
Ulice, 1
10000,Praha

Pro ziizeni pfistupu do aplikace Partner 24 Vam byly piidéleny nasledujici bezpe&nostni Udaje:

. \DENTIF\KATOR UZIVATELE: MSF00000
= JEDMORAZOVE HESLO: 12345678

Uéel. Identifikator ufivatele a jednorazové heslo sloui pro vytvofeni Vaseho certifikitu, pomoci
kterého se budete nasledné pfinlasovatdo aplikace Partner24.

Platnost. \Wyie uvedené jednordzové heslo plati od 27.1.2014 Jeho platnost kon& v ndsledujicich
pfipadech:
= Uplynulo 21 dni od jeho vytvofeni a zaroved nebylo pouZito k ziskani certifikatu. Platnost
viyie uvedeného hesla automaticky konéi 17.2.2014
= Bylo vytvofeno dalSi (nové) jednordzové heslo. Platnost pvodniho hesla je tim automaticky
ukongena.
= Jednorazové heslo bylo pouZito kziskani certifikatu.

MNové jednorazové heslo Vam vytvofi stejny Spravee uZivatel, ktery Vam vytvoril pavodnijednorazové
heslo.

Zablokovani. V pipadé podezienina zneuZiti jednorazoveho hesla jesté pred jeno pouZitim
kontaktujte Spravce uZivateld, ktery Vam vytvofil plvodni jednordzové heslo.

ZISKANI PRISTUPU DO APLIKACE

Pro ziskani pfistupu do aplikace postupujte dle navodu kinstalaci, kiery je ke staZeni
hitps:/partner24.csas.czistal’F24 manual cerifikat hw.doc

User setup for Partner 24
USER IDENTIFICATION INFORMATION

User name and surname:

Jan Novak

Address:

Street, 1

10000 Prague

You have been assigned the following security data for setting up access to Partner24:
* USER IDENTIFIER: MSFO0000

» TEMPORARY PASSWORD: 12345678

Purpose . The user identifier and the temporary password serve for the generation of your
certificate, which you will then use for logging into Partner24.
Validity . The above temporary password is valid from 27 January 2014 . Its validity shall expire
in the following cases:
» 21 days have expired since its generation and it has not been used to obtain a
certificate. The validity of the above password shall expire automatically on 17 February
2014.
* Another (new) temporary password has been generated. The validity of the original
password is automatically terminated thereby.
» The temporary password has been used to obtain a certificate.

You will have a new temporary password generated by the same User Manager who generated
your original temporary password.

Blocking . If you suspect misuse of your temporary password before it has been used, please
contact your User Manager who generated your original temporary password.

GAINING ACCESS TO THE APPLICATION

To gain access to the application, please follow the installation manual, which can be
downloaded from https://partner24.csas.cz/P24 manual certifikat _hw.doc




3. Automatic software installation

You can download the automatic install file directly from the Partner24 login screen

(www.partner24.cz , tab “Hardware Certificate”):

PARTNER*24

SOFTWAROVYM CERTIFIKATEM HARDWARCVYH CERTIFIKATEM

VloZte prosim Vasi Gipovou kartu do poéitace

Prihlasit

® panudl instalace hardwarového certifikétu
® Inctalatni balitek hardwarového certifilkaty

¥ posidat o certifikat

CESKAS
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HESLEM

Prihlasovani hardwarovym
certifikatem

Pro prihlageni viozte, prosim, svou Cipovou
fcartu = klientsicym certifikdtem do diecky
a stisknéte tlacitko PFihlasit.

Hlageni chyb aplilkace Fartner24:
Problémy = priblagenim

or from the link https://partner24.csas.cz/stat/P24 Instalace HW.exe

SOFTWAROVYM CERTIFIKATEM

SOFTWARE CERTIFICATE

HARDWAROVYM CERTIFIKATEM

HARDWARE CERTIFICATE

HESLEM

PASSWORD

VloZte prosim Vasi Cipovou kartu do
pocitace

Please insert your chip card into the
computer.

Prihlasit

Log In

PrihlaSovani hardwarovym certifikatem

Login using hardware certificate

Pro pfihlaseni vlozZte...

To log in, please insert your chip card with a
client certificate in the reader and press Log
In.

HI43eni chyb aplikace Partner24:

Reporting errors in Partner24

Problémy s pfihlaSenim

Trouble Logging In

Manudl instalace hardwarového certifikatu

Hardware certificate installation manual

Instalaéni bali¢ek hardwarového certifikatu

Hardware certificate installation package

Pozadat o certifikat

Request certificate

The automatic install performs:

installation of the CS CryptoPlus software

installation of root certificates

installation of a browser add-in

When running the automatic install file, a wizard opens and guides you through the installation. A

window with introductory information opens. Click “Next” to continue to component selection.




PARTNERe®24 Vitejte v privodci instalaci Partner24

Tento provodce Vas provede instalac Partner24,

Pred zacatkem instalace je doporufeno zavrit veechny
ostatni aplikace. Toto umoini aktualizovat dilezite
systémove soubory bez restartovani Vaseho poditade,

Pro pokracovani kiknéte na 'Dalsl,

Instalace Partner24 Partner24 installation

Vitejte v pravodci instalaci Part ner24 Welcome to the Partner24 installation
wizard

Tento pravodce Vas provede... This wizard will guide you through the

Partner24 installation.

Before starting installation, you are

Pfed zacatkem instalace je doporuceno... recommended to close all other applications.
This will enable updating important system
files without restarting your computer.

_ Click ‘Next’ to continue.
Pro pokraCovani kliknéte na ,DalSi'.

Dalsi > Next >

Storno Cancel

We recommend against changing the components to install. The installation is done after clicking
“Install”.

i -M::Insta!éce :-Pa&ner 3

Volba souéasti
Zvolte soucasti programu Partner 24, které cheete nainstalovat,

Zvolte soufdsti, které cheete nainstalovat & nezatrhnéte soudéstl, které instalovat necheete.
Instalad zahajite Kiknutim na tadtko Instalovat.

Zvolte soucast k instalaci: _PDDE
Korenove certifikaty !
Doplfiek prohlizede

[] Oprava registrace dpove

Potiebné misto; 15.9MB

| < Zpét ][ Lnsmlnvat_] I Storno

Instalace Partner24 Partner24 installation

Volba sou €asti Selection of components




Zvolte soucasti programu Partner24, které
chcete nainstalovat.

Select components of the Partner24
software that you wish to install.

Zvolte soucasti, které chcete nainstalovat a
nezatrhnéte...

Select components that you wish to install
and untick components that you do not wish
to install. Start the installation by clicking
‘Install’.

Zvolte soucasti k instalaci:

Select components to install:

Kofenové certifikaty

Root certificates

Doplnék prohlizece

Browser plugin

Oprava registrace Cipové karty

Chip card registration fix

Popis

Description

PFi pohybu mysi nad...

The description is displayed if you hover
your mouse over the software installer.

Potfebni misto:

Required space:

< Zpét < Back
Instalovat Install
Storno Cancel

Note: A web browser must not be running during the installation.

After the installation completion, a confirmation window opens for automatic computer restart.

Click Complete to end the installation wizard and restart the computer as the case may be. A

computer restart is required for the correct package functioning.




Dokonceni instalace Partner24

Pro dokonceni instalace Partner 24 je nutno restartovat
poditat, Cheete restatovat nyni?

") Restartovat rufné pozddi

Zpet Dokondit ]

Instalace Partner2 Partner24 installation

Dokon éeni instalace Partner24 Completion of the Partner24 installation
Pro dokonceni instalace... Completion of the Partner24 installation

requires a computer restart. Do you wish to
restart now?

Restartovat nyni Restart now
Restartovat ruéné pozdgji Restart manually later
< Zpét < Back

Dokondéit Complete

Storno Cancel

4. Request for certificate

4.1. Entryinto the application

Now insert the HW keyring in the USB port. Windows may try to install a device driver and report
that the driver for the device Chip Card was not successfully installed. No such driver is required for
using the HW keyring; you can ignore this error.

In your computer, open the login page for Partner24 www.partner24.cz and click Request Certificate

(at this point, it does not matter whether you have the Software or Hardware Certificate tab open).



PARTNER+24

SOFTWAROVYM CERTIFIKATEM HARDWARCVYM CERTIFIKATEN

VioZte prosim Vas cipowvou kartu do pocitate

Prihlasit

€ Manusl instalace hardwaroveho certifikaty

¥ 1nstalaini balitek hardwargvého certifikatu

¥ posidat o certifikat

HESLEM

P¥ihlagovani hardwarovym
certifikatem

Pro pFihlageni vloZte, prosim, svou Sipovou
lkeartu = klientskym certifikdtem do éteéky
a stisknéte tladitko P¥ihlasit.

Hlageni chyb aplikace Partner24:
Problémy = piihlasenim

<=

SOFTWAROVYM CERTIFIKATEM

SOFTWARE CERTIFICATE

HARDWAROVYM CERTIFIKATEM

HARDWARE CERTIFICATE

HESLEM

PASSWORD

VloZte prosim Vasi Cipovou kartu do
pocitaCe

Please insert your chip card into the
computer.

Prihlasit

Log In

PrihlaSovani hardwarovym certifikatem

Login using hardware certificate

Pro pfihlaseni vlozte...

To log in, please insert your chip card with a
client certificate in the reader and press Log
In.

HlaSeni chyb aplikace Partner24:

Reporting errors in Partner24

Problémy s pfihlaSenim

Trouble Logging In

Manual instalace hardwarového certifikatu

Hardware certificate installation manual

Instalaéni bali¢ek hardwarového certifikatu

Hardware certificate installation package

Pozadat o certifikat

Request certificate

The following screen is displayed:

PRIHLASENi JEDNORAZOVYM HESLEM

Identifik dtor uZivatele

Jednorazoveé heslo

PRIHLASENI JEDNORAZOVYM HESLEM

LOGIN USING TEMPORARY PASSWORD

Identifikator uzivatele

User identifier




Jednorazoveé heslo

Temporary password

Pfihlasit

Log In

4.2. Login using temporary password

Enter your user identifier and temporary password in the respective fields, see Chapter
Obtaining user identifier and temporary password in this Manual, and click Login.

The Certificate Manager screen is displayed:

PARTNER*24

Spravce certifikatid

= Spravce certifikatd

Zidost o certifikat

Zadost o certifikat

\lozte prosim Vasi cipovou kartu do poditate

Pfihlagen uZivatel: Honza Novak
Dnesni datum: 16.7.2015

CESKAS
SPORITELNA

odhlaseni

Zadejte PIN a revokacni
heslo.

Revokacni heslo |

| O PIN budete pofadani po

odeslani formulare. PIN se

Revokacni heslo znowu |

| skiadd ze ttyf Sisel.

Obdrzeli j=te ho spolu =
gipovau kartou.

Revokacni heslo musi byt
dlouheé minimalné & znaku
a musi ocbheahovat alespon 2
druhy znakd. Napfiklad
velka/mala pismena.

PfihlaSen uzivatel:

User logged in:

DnesSni datum:

Date today:

Spravce certifikat U

Certificate Manager

Spravce certifikat(

Certificate Manager

Zadost o certifikat

Certificate Request

Odhlaseni

Log out

Zadost o certifikat

Certificate Request

VloZte prosim Vasi €ipovou kartu do
pocitaCe

Please insert your chip card into the
computer.

Revokacni heslo

Revocation password

Revokaéni heslo znovu

Revocation password again

Odeslat

Submit

Zadejte PIN a revokac¢ni heslo.

Enter your PIN and revocation password.

O PIN budete pozadéani po odeslani...

Your PIN will be required once you submit
the form. The PIN consists of four digits. You
obtained it along with the chip card.

Revokac¢ni heslo musi byt dlouhé...

The revocation password has to be at least 6
characters long and has to contain at least 2
types of characters, such as small/capital
letters.

4.3. Request for certificate generation




The revocation password is used for invalidating a certificate; you choose one based on your
personal choice. Revocation password again — repeat the entry of your revocation password,
for a check.

After entering all the required information, click the button

Submit. You will be asked to enter your PIN.

Zadani PIN iDperan:e | Aplikace | Cipové karta |

pIv: ||

Pofet zhywajicich pokusid: 3

9203 8012 0904 0300: Prihlaseni do 9203 8012 0904 0300: Cryptoki module
modulu Cryptoki login

Zadani PIN Enter PIN

Operace Operations

Aplikace Applications

Cipova karta Chip card

PIN: PIN:

Pocet zbyvajicich pokusu: Tries remaining:

OK OK

Storno Cancel

Enter the PIN of your HW keyring in the PIN field. You can find your PIN in the document attached to
the HW keyring (the SIM card). Alternatively, enter your changed PIN.
The following screen is displayed after you click OK:

o kot s 5 £ s 8
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Spravce certifikatd Odhlaseni

* Spraveoe certifikatl

certifikatu

Vyzvednuti certifikatu

Imeéno uZivatele Honza Novak
Identifikace uZivatele MSF15456

Email uzivatele honovak@csas.cz
Posledni kontrola 16.7.2015 12:56:58

Cekeite, prosim, nez bude certifildt pfipraven k vyzvednuti. Operace by neméla trvat déle nez nékalik
minut.
Pokud nevyzvednete certifikat nyni, bude Vam zaslan e-mail = odkazem k jeho vyzvednuti,

| PrihlaSen uzivatel: | User logged in:




Dnesni datum:

Date today:

Spravce certifikat G

Certificate Manager

Sprévce certifikatl

Certificate Manager

Vyzvednuti certifikatu

Certificate Collection

Odhlaseni Log out

Vyzvednuti certifikatu Certificate Collection
Jméno uZivatele User name
Identifikace uzivatele User identification
Email uzivatele User e-mall
Posledni kontrola Last check

Cekejte, prosim, nez bude certifikét

pfipraven...

Please wait until your certificate is ready for
collection. The operation should not take
more than a couple of minutes.

Pokud nevyzvednete certifikat nyni...

If you do not collect your certificate now, you
will receive an e-mail with a link to collect it.

Cekejte prosim

Please wait

Wait for the certificate to generate (the screen changes automatically).

PARTNER+*24

Spravce certifikati

= Spravce certifikatd

Vyzvednuti
certifikatu

- [ ]
Pithlagen uZivatel: Honza Novak &
Dnesni datum: 16.7.2015 CESKAE
SPORITELNA

Odhlaseni

Vyzvednuti certifikatu

Iméno uZivatele Honza Movak
Identifikace uZivatele MSF154565

Email uzivatele honovak@csas.cz
Posledni kantrola 16.7.2015 12:57:14

Certifikat je pfipraven k vyzvednuti.

Vyzvednout certifikat

PfihlaSen uzivatel:

User logged in:

DnesSni datum:

Date today:

Spravce certifikat U

Certificate Manager

Spréavce certifikat

Certificate Manager

Vyzvednuti certifikatu

Certificate Collection

OdhlaSeni Log out

Vyzvednuti certifikatu Certificate Collection
Jméno uzivatele User name
Identifikace uzivatele User identification
Email uzivatele User e-mail
Posledni kontrola Last check

Certifikat je pfipraven k vyzvednuti.

Your certificate is ready for collection.

Vyzvednout certifikat

Collect certificate

4.4. Collecting the certificate

If the screen has not changed, or you have not waited to collect your certificate, you will get a link

for collecting it by e-mail:




Dobry den,

doglo k vytvofeni cerifikatu pro pfistup uZivatele Test Partner24 do aplikace Partner?4d MaZste si jej stahnout po kliknuti na
nasledujici odkaz
https (fpariner?4 csas cz/access _manager/cedificate/withdraw?id=EMSFI297-HV\W-239a238616864a8d890d53f5f3508060

\ pfipadé. Ze |ste si certifikat |i vyzvedli. ignorujte prosim tuto zpravu.

S pozdravem
FPartner24

Dobry den, doSlo k vytvoreni certifikatu... Hello,

The certificate for the user Test Partner24 to
access the Partner24 application has been
generated. You can download it from the
following link:

https...

In case you have already collected your
certificate, please ignore this message.
Yours,

Partner24

asked to enter your PIN.

Zadani PIN iDperace | Apikace | Cipavé karta |

PIN: ||

Pocet zbyvajicich pokusd: 3

9203 8012 0904 0300: PrihlaSeni do 9203 8012 0904 0300: Cryptoki module
modulu Cryptoki login

Zadéani PIN Enter PIN

Operace Operations

Aplikace Applications

Cipova karta Chip card

PIN: PIN:

Pocet zbyvajicich pokusu: Tries remaining:

OK OK

Storno Cancel

Enter the PIN for your HW keyring and click OK. A screen informing you about the
successful collection of your certificate is displayed.



¥yzvednuti certifikatu probéhlo Gspésné.

MdZete se prihlasit do aplikace.

Zavrit okno

Prihlaseni do aplikace PartnerZ4

Vyzvednuti certifikatu probéhlo... Certificate collection has succeeded. You
can log into the application.

Zavfit okno Close window

PfihlaSeni do aplikace Partner24 Log into Partner24

From now on, you can log into Partner24 using your new (final) certificate.

Starting the Partner24 application is described in Chapter 6 of this Manual.

On every login, please enter your personal password for the certificate (PIN), which you have
obtained along with your SIM card or changed in the Card Manager application.

5. Registering certificates in Windows - REV module

This section is only important for the REV module; if you work with a different module, you can skip
this section and continue with the next point of the Manual.

Certificates installed on a keyring have to be registered in the Windows operating system in order to
use in the NemExpress software. This is done using the Card Manager, which you have installed as
part of the basic installation package.

You can start the Card Manager from the Start menu — All programs — CS CryptoPlus program
group, Card Manager application.

Before actual certificate registration, you need to insert your keyring with the certificate in the

USB port of your computer. Then, in the Card Manager, click the link Renew (see Figure below)

or press the F5 key.




P Speavce karty
Soubor Zobrazit Cerufiest KIie Datowy objext Mipovéda
- i g BREST

QI e Us Ky simod

& RICOH Company, Ltd. R L i

Spravce karty

Mejsou preftena data 2 karty. Vloite kartu do Eséky a stisknite

—-,_?*?,’:"Crypmﬁus

¢
Hatova

t © MONET+, a.5. Véschna préva vyhrazena. ow.
™ Jo 1gITGVaNS Ochranna 4ndmka produkts Vtoplus cr

Spravce karty

Card Manager

Soubor File
Zobrazit View
Certifikat Certificate
Kli¢ Key
Datovy objekt Data object
Napovéda Help

Spréavce karty

Card Manager

Pomoci tohoto programu je mozno...

This program is used to manage keys and
certificates on a chip card. Keys and
certificates can be deleted from the card,
exported to a file, or imported from a file.
Certificates can be registered or
unregistered in Windows. The Card Manager
can also read, display and delete data
objects stored on cards.

The program cooperates with CryptoPlus
CSP.

Nejsou pfeCtena data z karty...

Data from card not read. Insert your card in
the reader and press (obdélnik).

V8echna prava vyhrazena

All rights reserved

... je registrovana ochranna znamka
produktu.

... is a registered product trademark.

Hotovo

Done

After that, the certificate from the keyring is loaded. This operation takes about 1 minute. Once
complete, a changed window is displayed with a recommendation to register certificates in

Windows (see Figure below).
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Certifikaty, vydané k danému klici:
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Sprévce karty

Card Manager

Soubor File
Zobrazit View
Certifikat Certificate
Kli¢ Key
Datovy objekt Data object
Napovéda Help
RSAKIi ¢ RSA Key

Nazev kontejneru:

Container name:

Nazev privatniho kli¢e pro...:

Name of private key for...:

Néazev vefejného klie pro...:

Name of public key for...:

Délka kli¢e:

Key length:

Lze provadét operace:

Operations that can be performed: signing
and signature authentication, encoding

and decoding . Specific operations that can
be performed with the key can be modified in
the certificate.

Je mozno exportovat kli¢ do souboru...

You can export a key to afile, test key
integrity, a key can be set as default for the
card.

Certifikaty, vydané k danému Klici:

Certificates issued for the key:

Sériové &islo:

Serial number:

Platnost: Validity:
Vydal: Issued by:
Pro: For:

Nazev pro...:

Name for...:

vice informaci...

more information...

V8echna prava vyhrazena

All rights reserved

... je registrovana ochranna znamka
produktu.

... is a registered product trademark.

Hotovo

Done

One by one, click the “+” icon for each certificate that has been loaded.




P spravce karty

Soubor Zobrazit Cerufikst Ki¢ Datowy objekt Napovéda

@ R

S E @

&9

Certifikat *—F

W CryptoPius2-040¢
% RICOH Company, L1d. R

Cartifiit j& moZno sxpoctovat do soubary

a
azE61FFR (11223777211

wlarer, M5 Outlonk 3pod

CAIROOT
a PKI, CAIROOT

i 2 karty smarat

EIF15752 BIESF380

vice informack.

} Jj nebudou schapny poust. Cerifikat ize zarsgistravat

<

ﬂ“§ CryptoPius

WWW.
cryproplus.ce

Spravce karty

Card Manager

Soubor File
Zobrazit View
Certifikat Certificate
Kli¢ Key
Datovy objekt Data object
Napovéda Help
Certifikat Certificate
Verze: Version:
Sériové Cislo: Serial number:
Platnost: Validity:
Vydal: Issued by:
Pro: For:

SHA1: SHA1:

vice informaci...

more information...

Certifikat je podepséan vlastnim kli¢em.

The certificate is signed with its own key.

Kofenovy (root) certifikat certifikaéni...

Root certificate of the certifying authority. It is
stored on the card; it cannot be deleted from
the card.

Certifikat neni registrovan v systému...

The certificate is not registered in the
system. Some programs (MS Internet
Explorer, MS Outlook, etc.) will not be able
to use it. The certificate can be registered.

Certifikat je moZno exportovat do souboru.

The certificate can be exported to a file.

VSechna prava vyhrazena

All rights reserved

... je registrovana ochranna znamka

produktu.

... Is a registered product trademark.

Hotovo

Done

Click “Certificate” under the name of each certificate that you have shown by clicking “+".

After clicking the link Register, you may see the Security Warning window, which offers a

confirmation that you wish to install the given certificate. Therefore, press Yes for each.




Upozornéni zabezpefeni

Rozhodli jste se nainstalovat certifikat z certifikaéni autority (CA),

., kterd se prezentuje jako:

CAIROOT

Systém Windows neovéfil, zda certifikat pochazi skuteéné z
CAIROCT. Méli byste jeho pivod potvrdit dotazem na CAIROOT.
Nasledujici ¢islo vam pfi procesu pomZe:

Kryptograficky otisk (sha1): 3C635A7C 6CFFTFCS 2A52558F
E3F15752 B1ESF269

Upozornéni:

JestliZe nainstalujete tento kofenowy certifikat, bude systém
Windows automaticky divéfovat viem certifikdtdm vystavenym
touto certifikaéni autoritou. Instalace certifikatu s nepotvrzenym
kryptografickym otiskem pfedstavuje bezpeénostni
rizikoKliknutim na tlaéitko Ano toto riziko uznavate.

Chcete tento certifikat nainstalovat?

Upozorn éni zabezpe €eni

Security Warning

Rozhodli jste se nainstalovat...

You have decided to install a certificate from
a certifying authority (CA) that presents itself
as: CAIROOT

Systém Windows neovéril, zda...

Windows has not checked that the certificate
really originates from CAIROOT. You should
confirm its origin by asking CAIROOT. The
following number will help you in the
process:

Kryptograficky otisk (shal):

Cryptographic impression (shal):

Upozornéni:

Warning:

Jestlize nainstalujete tento kofenovy...

If you install this root certificate, Windows will
automatically trust all certificates issued by
this certifying authority. Installing a certificate
with an unconfirmed cryptographic
impression is a security risk. Click Yes to
acknowledge this risk.

Chcete tento certifikat nainstalovat?

Do you wish to install this certificate?

Ano

Yes

Ne

No

After registering all the certificates, the certificate registration is complete. In the example shown,
we registered 4 certificates (CAIROOT, CAIR3, CSER2, CryptoPlus2...). Now you can close the Card
Manager and your certificate is ready for use in NemExpress.
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Spravce karty

Card Manager

Soubor File
Zobrazit View
Certifikat Certificate
Kli¢ Key
Datovy objekt Data object
Napovéda Help
Certifikat Certificate
Verze: Version:
Sériové Cislo: Serial number:
Platnost: Validity:
Vydal: Issued by:
Pro: For:

SHAI1: SHA1:

vice informaci...

more information...

Operace povolené vydavatelem
certifikatu

Operations permitted by certificate issuer

Pouziti klice:

Key use:

Elektronicky podpis dat

Electronic data signature

Ovérovani pravosti dat (elektronického
podpisu)

Data (electronic signature) authentication

Podepisovani / verifikace certifikatt

Certificate signing / verification

Verifikace CRL

CRL verification

Certifikat je podepsan viastnim klic¢em.

The certificate is signed with its own key.

Kofenovy (root) certifikat certifikacni...

Root certificate of the certifying authority. It is
stored on the card; it cannot be deleted from
the card.

Certifikat neni registrovan v systému...

The certificate is not registered in the
system. Some programs (MS Internet
Explorer, MS Outlook, etc.) will not be able
to use it. The certificate can be reqistered.

Certifikat je moZno exportovat do souboru.

The certificate can be exported to a file.

V8echna prava vyhrazena

All rights reserved

... je registrovana ochranna znamka
produktu.

... is aregistered product trademark.




| Hotovo | Done

6. Logging into the Partner24 application

Insert your HW keyring in the USB port, start your web browser, and enter www.partner24.cz

in the address line (or open this link), click the Hardware Certificate login tab. The application
login window is shown:

SOFTWAROVYM CERTIFIKATEM HARDWARDVYM CERTIFIKATEM

Vlo#Fte prosim Vasi cipovou kartu do poditade
SOFTWAROVYM CERTIFIKATEM SOFTWARE CERTIFICATE
HARDWAROVYM CERTIFIKATEM HARDWARE CERTIFICATE
HESLEM PASSWORD
VloZte prosim Vasi Cipovou kartu do Please insert your chip card into the
pocitaCe computer.
Prihlasit Log In

Click Log In. The window for entering your PIN is displayed.

Zadani PIN iDperace | Aplikace i Cipové karta |

PIN: ||

Pocet zbyvajicich pokusd: 3

9203 8012 0904 0300: Pfihlaseni do 9203 8012 0904 0300: Cryptoki module

modulu Cryptoki login

Zadani PIN Enter PIN
Operace Operations
Aplikace Applications
Cipova karta Chip card

PIN: PIN:

Pocet zbyvajicich pokusu: Tries remaining:
OK OK

Storno Cancel

After entering your PIN and clicking OK, you will see the start screen of the module that you have



logged into.

7. Changing the card PIN

To change the PIN of your chip card (HW keyring), you need to insert your HW keyring in the
computer and start the Card Manager software. You can start the Card Manager from the Start menu
— All programs — CS CryptoPlus program group, Card Manager application.
The starting window of Card Manager is displayed.

@ Spravce karty =
Soubor Zobrazit Certifikit Kli€ Datovy objekt Napovéda
Spravce karty e
_wnporl@

. Pomodi tohoto programu je moZno pracovat s kligi a certifikdty na éipové karté. Klite a
| certifikaty lze mazat z karty, exportovat do souboru nebo importovat ze souboru. Certifikaty je

moZno zaregistrovat, & odregistrovat z Windows.

| Spravee karty umi take pretist, zobrazit a mazat datove objekty uloZené na kartach.

/" Program spolupracuje s CryptoPlus CSP.

resy//C:\Program Files\CryptoPlus\CS CryptoPlus v1.0\csicmCZ.dlI/ID_REFRESH

Copyright @ MONET+, a.5. Viachna prava vyhrazena. Www.
CryptoPlus™ je registrovand ochranna znamka produldtu. cryptoplus.cz

Spravce karty

Card Manager

Soubor File
Zobrazit View
Certifikat Certificate
Kli¢ Key

Datovy objekt Data object
Napovéda Help

Spravce karty

Card Manager

Pomoci tohoto programu je mozno...

This program is used to manage keys and
certificates on a chip card. Keys and
certificates can be deleted from the card,
exported to a file, or imported from a file.
Certificates can be registered or
unregistered in Windows. The Card Manager
can also read, display and delete data
objects stored on cards.

The program cooperates with CryptoPlus
CSP.

Nejsou preCtena data z karty...

Data from card not read. Insert your card in
the reader and press Refresh.

V8echna prava vyhrazena

All rights reserved

... je registrovana ochranna znamka
produktu.

... is aregistered product trademark.

Hotovo

Done




Click Renew. Info

rmation from your HW keyring is loaded.

mpregeee—- W

Soubor Zobrazit Certifikat KIié Datowy objekt Napovéda

B | B o8 ol o

R EEHE EHREBRS ?

— ] Karta

Zména PIN...
Zména PUK...

Pouzity prostor s nechranénymi datovymi objekty:

PouZity prostor s datovymi objekty chranénymi pomoci PIN:

Nejdelsi volny blok v prostoru pro nechranéne datove objekty:

Nejdelsi valny blok v prosteru pro datové objekty chranéné pomaoci PIN:

Volny prostor, ktery se pro nechranéné datové objekty vytvoii po defragmentaci:

Volny prostor, ktery se pro datové objekty chranéné pomoci PIN vytvofi po defragmentaci:

1922 0 zménit PIN, gEménit PUK nebo odblokovat PIN karty.

Odblokovani PIN... 9203801209040300
-G CryptoPlus, nsomezena
m-§@ CSERT2 Zapomenout PIN 7
Precist informace o zaplnéni 5
Defragmentovat AD 00 00 00 28 80 00 12 00
Zrugit default klic gadani PIN: g
zadani PUK: 3
Tmport klice
Import datového objektu B 5218
‘Pocet pouzitych RSA kli¢tl 512 bitfi: 0z0
Potat pouzitych RSA klith 1024 bitd: 1z12
Potet pouZitych RSA Klith 1536 bit; 0zo
Poéet pouzitych RSA kligd 2048 bitd: 0z4
Potat souborti pro uloZeni certifikat X.509: 15
PouZity prostor s certifikaty X.509: 1540 B z 21560 B
Poéet valnych fragmentt v prostoru pro certifikaty X.509; 13
Nejdelsi volny blok v prostoru pro certifikaty ¥.509: 15408
Volny prostor, ktery se pro certifikdty vytvoii po defragmentaci: 0B
Potet pouzitych datovych abjektii: 0z4

120B z 4800 B

pretist informaci chrdnénou pomoci PIN...
4680 B

pretist informaci chrénénou pomoci PIN...
0B

pretist informaci chrénénou pomoci PIN...

Copyright & MONET+, a.5. Viechna préva wyhrazens.

I CryptoPlus

CryptoPlus™ je registrovana ochrannd zndmka produktu.

Www.
cryptoplus.cz

Spravce karty

Card Manager

Soubor File
Zobrazit View
Certifikat Certificate

Kli¢

Key

Datovy objekt

Data object

Napovéda

Help

Karta

Card

Zména PIN...

Change PIN...

Zména PUK...

Change PUK...

Odblokovani PIN

Unlock PIN...

Zapomenout PIN

Forget PIN

Precist informace o zaplnéni

Read capacity information

Defragmentovat

Defragment

Zrusit default kli¢

Revoke default key

Import klice

Import key

Import datového objektu

Import data object

VSechna prava vyhrazena

All rights reserved

Je mozno zménit PIN, zménit PUK nebo
odblokovat PIN karty.

You can change the PIN, change the PUK,
or unlock the card PIN.

... je registrovana ochranna znamka
produktu.

... is aregistered product trademark.

Hotovo

Done

Click the card number and then Change PIN below under the card information (or right-click

the card number and then Change PIN in the menu that pops up).

The window for changing your PIN is displayed.



Zména PIN iDperace l Aplikace i Cipova karta ]

e[

Pocet zbyvajicich pokusd: 3
Moy PIM: l
Zopakuite novy PIN: l

Storno I

9203 8012 0904 0300: Zména PIN

9203 8012 0904 0300: PIN change
Zadani PIN Enter PIN
Operace Operations
Aplikace Applications
Cipové karta Chip card
PIN: PIN:
Pocet zbyvajicich pokusu: Tries remaining:
Novy PIN: New PIN:
Zopakujte novy PIN: Repeat new PIN:
OK OK
Storno Cancel

First enter your existing card PIN (find the first PIN in the attached document obtained along with

your chip card), then enter the new PIN twice. Click OK to confirm.

[0! PIM byl dspéiné zménén

Spravce karty

Card Manager

PIN byl UspéSné zménén

PIN has been changed successfully

OK

OK

You will see a confirmation message about successful PIN

code change. The PIN on your chip card has now been

changed.

8. Renewing the certificate

You can only renew a certificate during the validity of the current

certificate. The validity of each certificate is 1 year.

Log in the P24 application using your certificate (enter your chip card/HW keyring PIN); see Chapter 6




of this Manual.
Click the item Certificate Management in the horizontal menu, and you will see the
Certificate Manager screen.

- 8
PiihlaSen uZivatel: Honza Novak c
PARTNER*24 Ducin datum: 16.7.2015 ESKAS

SPORITELNA

Spravce certifikatd MNavrat do aplikace Jali[{EEE
= Spravee certifikati

Informace o
certifilkeatu

Obnoveni certifikdtu Detail certifikatu

Zneplatnéni
certifikatu Imeéno uZivatele Honza Novak
Identifilace uZivatele MSF15456
Vydan pro CN=Honza Novak, OU=MSF15456,
O=Ceska sporitelna a.s., C=CZ

Datum vytvofeni 16.7.2015 12:57:07

Konec platnosti 15.7.2016 12:57:07
PfihlaSen uZivatel: User logged in:
Dnesni datum: Date today:
Spréavce certifikat G Certificate Manager
Spravce certifikat( Certificate Manager
Informace o certifikatu Certificate Information
Obnoveni certifikatu Renew certificate
Zneplatnéni certifikatu Invalidate certificate
Navrat do aplikace Back to application
Odhlaseni Log out
Detail certifikatu Certificate Detall
Jméno uzivatele User name
Identifikace uzivatele User identification
Vydan pro Issued for
Datum vytvoieni Date generated
Konec platnosti Valid until

Click the Certificate Manager menu and then the link Renew Certificate. This displays the certificate
renewal screen.

- [
PfihlaSen uZivatel: Honza Movak i
PARTNER+24 DacSni datum: 16.7.2015 CESKAS

SPORITELNA

Spravce certifikatd Mavrat do aplikace fULINEEE
* Spravce certifikati

Informace o

certifikatu

Obnoveni certifikdtu Obnoveni certifikatu
Zneplatnéni

certifikatu T Zadejte revokacni heslo.
VloZte prosim Vasi éipovou kartu do poéitate

O PIN budete poZadani po
Revokatni heslo [ | odesldni formulafe. PIN se
| sklada ze &ty Cisel. Obdreli

| 3ste ha spolu s Cipovou
kartou.

Revokaéni heslo znovu | |

Odeslat

Rewvokacni heslo musi byt
dlouhé minimalné 6 znaku a
musi obsahovat alespof 2
druhy znakd. Napiiklad
velkd/mald pismena:



PrihlaSen uzivatel:

User logged in:

DnesSni datum:

Date today:

Spravce certifikat G

Certificate Manager

Spravce certifikat(

Certificate Manager

Informace o certifikatu

Certificate Information

Obnoveni certifikatu

Renew certificate

Zneplatnéni certifikatu

Invalidate certificate

Navrat do aplikace

Back to application

Odhlaseni

Log out

Obnoveni certifikatu

Certificate Renewal

VloZzte prosim Vasi Cipovou kartu do
pocitace

Please insert your chip card into the
computer.

Revokaéni heslo

Revocation password

Revokaéni heslo znovu

Revocation password again

Odeslat

Submit

Zadejte revoka €ni heslo .

Enter your revocation password

O PIN budete pozadéani po odeslani...

Your PIN will be required once you submit
the form. The PIN consists of four digits. You
obtained it along with the chip card.

Revokac¢ni heslo musi byt dlouhé...

The revocation password has to be at least
6 characters long and has to contain at least
2 types of characters, such as small/capital
letters.

The certificate renewal procedure is identical to that for generating a certificate; see
Chapters Chyba! Nenalezen zdroj odkazl. — 4.4, or Chapter 5 as needed.

9. Invalidating the certificate

Use the certificate invalidation if you wish to terminate the validity of a current certificate for

logging into Partner24 (e.g., due to a concern about certificate misuse).

Log in the P24 application using your certificate (enter your chip card/HW keyring PIN); see Chapter 6

of this Manual.

Click the item Certificate Management in the horizontal menu, and you will see the

Certificate Manager screen.

PARTNER+*24

Spravce certifikatd p

= Spravce certifikaty
Informace o
certifikdtu

Obnoveni certifikatu

Detail certifikatu

w L]
Pfihlasen uZivatel: Honza Novak 4
Dnesni datum: 16.7.2015 CESKAE

SPORITELNA

Navrat do aplikace elil1EEENT

Zneplatnéni

certifikatu Jmeéno uZivatele Honza Novak
Identifikace ufivatele MSF15456
Vydan pro CM=Honza Novak, OU=MSF15456;
O=Ceska sporitelna a.s., C=CZ
Datum vytvoreni 16.7.2015 12:57:07
Konec platnosti 15.7.2016 12:57:07

PfihlaSen uZivatel: User logged in:

Dnesni datum: Date today:

Spravce certifikat G Certificate Manager




Spravce certifikat(

Certificate Manager

Informace o certifikatu

Certificate Information

Obnoveni certifikatu

Renew certificate

Zneplatnéni certifikatu

Invalidate certificate

Navrat do aplikace

Back to application

Odhlaseni Log out

Detail certifikatu Certificate Detail
Jméno uZivatele User name
Identifikace uzivatele User identification
Vydan pro Issued for

Datum vytvofeni Date generated
Konec platnosti Valid until

Click the Certificate Manager menu and then the link Invalidate Certificate. This displays the

certificate invalidation screen.

PARTNER+*24

Spravce certifikatd

* Prosim, wyberte poloZku z hlavniho menu

o ;s @

P¥ihlasen uZivatel: Jan Novak
Aktivni modul: Access Manager 3.0.3-SNAPSHOT Zménit CESKAE
Dnesni datum: 10.2.2014 SPORITELNA

Navrat do aplikace fuG[AETERT

Zneplatnéni certifikatu

Revokatni heslo |

| Upozorneni:

Odeslat

po dokonéeni této operace
=& nebudete moc prihlasit
do aplikacs!

PfihlaSen uzivatel:

User logged in:

Aktivni modul:

Active module:

Zménit

Change

DnesSni datum:

Date today:

Spravce certifikat G

Certificate Manager

Prosim, vyberte poloZku z hlavniho menu

Please choose an item in the main menu

Navrat do aplikace

Back to application

Odhlaseni

Log out

Zneplatn éni certifikatu

Certificate Invalidation

Revokacni heslo

Revocation password

Odeslat

Submit

Upozorn éni: po dokonceni...

Warning : You will not be able to log into the
application once you complete this
operation!

Enter your revocation password, which you chose in your certificate generation request (see
above). After entering the RP, click the button Submit.

Partner24 will generate an electronic request for certificate invalidation, which it sends to

the Ceskd spofitelna Certification Authority (CACS).

The CACS generates an invalidation message and sends it to P24. After that, the certificate can

no longer be used for logging in.

Based on the message from CACS, Partner24 sends an e-mail with information about certificate

invalidation.



10. Error message resolution

You are advised to view the FAQ document, located on the login page of www.partner24.cz under
the link Trouble Logging In (https://partner24.csas.cz/stat/FAQ.pdf).

PARTNER-24

SOFTWAROVYM CERTIFIKATEM HARDWAROVYM CERTIFIKATEM HESLEM
- Pfihlasowani hardwarowym
certifikatem

VloZte prosim Vasi Cipovou kartu do pocitace Pro pfihlaseni vioZte, prosim, svou Sipovou

kartu = klientskym certifikdtem do Stedky
Pfihlasit a stisknéte tladitko PFihlasit.

HlgZeni chyb aplikace Partner24:
Problémy = pfihldZenim

€ Manudl instalace hardwarovéha certifikatu

9 1nctalain( balitek hardwarového certifikétu

¥ pozidat o certifikat

SOFTWAROVYM CERTIFIKATEM SOFTWARE CERTIFICATE

HARDWAROVYM CERTIFIKATEM HARDWARE CERTIFICATE

HESLEM PASSWORD

VloZte prosim Vasi Cipovou kartu do Please insert your chip card into the

pocitace computer.

Prihlasit Log In

PrihlaSovani hardwarovym certifikatem Login using hardware certificate

Pro pfihlaSeni vioZte... To log in, please insert your chip card with a
client certificate in the reader and press Log
In.

Hl43eni chyb aplikace Partner24: Reporting errors in Partner24

Problémy s pfihlaSenim Trouble Logging In

Manudl instalace hardwarového certifikatu Hardware certificate installation manual

Instala¢ni bali¢ek hardwarového certifikatu Hardware certificate installation package

PoZadat o certifikat Request certificate




